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Welcome to the first issue of Inside Cyber, a brand new magazine from Cyber Security 
Challenge UK. Through this magazine we aim to share with you news and views from 

across the Challenge network, industry insights and opportunities for you to get involved 
in our events and competitions. 

We work closely with some of the biggest names in the cyber security industry, and 
together we are helping to raise awareness of cyber security as an enjoyable and lucrative 

career, in much demand. 

We look forward to sharing with you success stories from past and present candidates, 
as well as exciting updates right from the front line. 

Enjoy the read!

Stephanie

Welcome



55

What led you to set up Cyber 
Security Challenge UK and 
when did you start?

Cyber Security Challenge UK was 
set up following a conversation our 
founder, Judy Baker, had with a 
colleague in the US, who asked her 
what the cyber skills gap was like in 
the UK having noticed that it was an 
issue in the US. Judy realised that 
she didn’t know and that there was 
little information about it, so decided 
to investigate. She initiated research 
with SANS Institute to gauge the 
landscape in the UK and was able 
to provide evidence to government 
showing that it was a critical issue. 

Judy decided that competitions would 
offer the best way to engage potential 
candidates and spot the real talent, so 
launched the first national competition. 
Within days we had 3,000 people 
signed up to take part, all with a keen 
interest in the subject. Many had taught 
themselves coding or basic cyber skills 
and didn’t realise that there were others 
out there like them, and the majority 
had no idea that there were careers to 
be had in this area and that their hobby 
could become a paying job.

From here the virtual competitions grew 
and became face-to-face events, the 
winners of which were of high calibre 
and were invited to the three-day 
long Masterclass event at the end of 
the year. We soon realised that this was 
a winning formula which provided the 
industry with access to bright, skillful 
and career-ready talent. The Challenge 
has grown and developed year on year 
since then.

What is the structure of the 
Challenge and its competitions?  

Candidates play our qualifying games 
on the online platform and top 
performers are invited to play face-
to-face challenges hosted by our 
sponsors. These are not only designed 
to test their technical abilities, but also 
their business skills, communication, 
presentation and team work. Players 
are assessed by a team of experts and 
the best all-rounders make it through 
to our Masterclass. The final event 
of the year is an intense competition 

across several days, which immerses 
the candidates in a realistic scenario, 
racing against the clock to catch cyber 
criminals and save the country’s critical 
national infrastructure. Throughout 
the competitions, candidates get the 
chance to demonstrate their skills to 
industry assessors and recruiters and 
win a host of career-enhancing prizes, 
from industry qualifications, to books 
and training materials. 

Last year the we made an exciting 
change to our online competition 
platform and introduced CyPhinx, our 
new virtual environment. CyPhinx is the 
first ever virtual gaming world designed 
solely to find, test and recruit cyber 
talent. It’s a 3D immersive platform that 
brings the games together with a virtual 
world in which candidates can interact 
with each other and with industry 
experts to gain knowledge and skills 
and build their networks. 

We’ve noticed that traditional 
recruitment methods used in other 
industries, often just don’t work in cyber 
security; however, there is a noticeable 
similarity between the skills and 
characteristics shown by gamers and 
those good at cyber security - CyPhinx 
will help us to reach out to a new 
audience and identify more potential 
cyber security professionals.

How does the Challenge help 
younger cyber enthusiasts?

It is important to raise awareness of 
cyber security as a career early on, so 
that we are able to create a pipeline of 
talent for future jobs. This requires us 
to engage with a range of age groups, 
starting with those at school. We run a 
national schools programme, which 
encourages students to get involved, 
creating their own ciphers and cracking 
other people’s. The top ranking teams 
go through to a face-to-face grand 
finale, much in the same way as our 
main competition. This year the schools 
competition is reaching an increased 
number of students as we’re beginning 
to run regional competitions as well as 
our national event. We also support this 
age group through our CyberCenturion 
competition, aimed at ages 14-18 - there 
is more about that later in the magazine. 
Finally, we have a fantastic higher 
education programme. Working with 

universities and industry leaders, we 
put on a number of camps across 
the country, which profile jobs in the 
industry, teach and test technical skills 
and promote cyber security as an 
enjoyable and very lucrative career. 

How successful has the Challenge 
been to date?

Our job is really to find people and get 
them inspired about careers in cyber, 
help them make the connections in 
industry and highlight the best paths 
for them to take. We are pretty good 
at that. It’s hard to put a figure on 
the number of our candidates now in 
cyber security roles, but chances are 
that if you make it through to one 
of our Masterclass finals, you are 
likely to secure a job. We also feed 
a lot of other programmes such 
as the SANS Cyber Academy 
programme and GCHQ’s Cyber 
First programme. 

We know that now is the time for 
action. Professional body (ISC)2 stated 
this year that there would be a 1.5m 
shortage of skilled workers in the cyber 
security sector by 2020. Because 
of this, there is a need not only to 
address the immediate skills gap, but 
also to create the pipeline of people 
that will take these jobs over the 
coming years. As such, I think that 
the real success story is in our work 
in the education sector. We have an 
extensive programme with universities, 
which incorporates cyber boot camps, 
competitions and careers fairs all of 
which have been greatly popular around 
the country, fuelling more people to join 
our main competition. We also work 
with the government to influence the 
curriculum and exam boards to get 
cyber into qualifications, and support 
this with our schools competition. 

Do you have any advice for those 
looking to take part?

If you are inquisitive and like to learn 
how things work then you are a perfect 
candidate. Whether you know a lot 
or a little about cyber security, our 
competitions can help you learn and 
grow, opening the door to a wealth 
of opportunities in the cyber security 
sector. Why not have a go and see 
how you get on?

Cyber Security Challenge –   
the what, where, when and how

Stephanie Daman, CEO,  
Cyber Security Challenge UK

CAN YOU SOLVE
THIS CIPHER?
Are you great at solving puzzles and cracking codes? We need your help!
Can you solve this cipher?

Could you help protect the UK from the next big cyber security threat?
Do you have an interest in cyber security and codebreaking, and want to
see if you could make it in the industry? 

Try out the newly launched Cyber Security Challenge UK 2016 competition
and show off your skills in front of some of the country’s biggest security
employers who are looking for talent just like you.

Tweet your answer to @cyberchallenge
and learn more about our competitions at 
cybersecuritychallenge.org.uk
to become the next cyber security star.
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The UK needs more talent to defend against an ever-
increasing number of cyber-attacks. Addressing the lack of 
skilled professionals in the sector is one the biggest tasks 
the industry faces; and finding that talent is the objective 
of the Cyber Security Challenge UK. The urgency behind 
finding more people with cyber skills was highlighted 
recently by (ISC)2, the world’s largest body of information 
security professionals, which anticipates that we will face 
a global shortfall of 1.5m cyber security professionals by 
2020, if current employment trends continue.

One of the difficulties in recruiting people to fill these positions 
lies in the lack of a distinct and defined career path for those 
that have an interest in cyber security. The education system 
has typically not taught cyber security from a young age, 
meaning that many students that leave university have no 
cyber security knowledge whatsoever. Those that do have 
talent are usually self-taught hobbyists who have picked up 
their skills in their own time, and have no obvious place to put 
what they have learnt into practice. 

With no pipeline of qualified individuals leaving the education 
system, traditional methods of recruitment are failing. We have 
to attract individuals into the industry and find the talent that is 
hidden amongst the population; the amateur enthusiasts that 
aren’t necessarily aware of the opportunities that are out there 
for them. Therefore, recruitment methods have had to change. 

The Cyber Security Challenge UK started as a series of 
competitions designed to unearth hidden talent through 
online, face-to-face and masterclass competitions. These 
challenges, designed by big industry sponsors, provide a 
fun environment in which competitors can show off their 
cyber skills in front of some of the country’s largest security 
employers. They get an idea of how potential recruits fare 
against realistic scenarios that a cyber security professional 
may face on a daily basis, while candidates have a fun and 
engaging environment in which to test their skills.

Gamification of recruitment

While gamification has always been a part of what the 
Challenge does, in September 2015, we decided to take it 
one step further, and launched CyPhinxTM the first ever online 
virtual world designed solely to find, test and recruit cyber 
talent. CyPhinxTM is structured like a Massively Multiplayer 
Online Game (MMOG), where users create their own 
characters and interact with each other in real time. The 
setting is a 3D virtual skyscraper, which acts as a gateway 
to a host of cyber security games, competitions, ciphers and 
other content, as well as recruitment opportunities on our 
Play-On-Demand system. 

CyPhinxTM represents an entirely new approach to solving 

the recruitment problem. The virtual skyscraper, hosted by 
Skyscape Cloud Services, was developed in conjunction with 
the Serious Games International to look like a high quality 
3D console game. Candidates can create avatars, enter 
the building, interact with other, and engage with potential 
employers, making it attractive for some of the biggest names 
in industry to use as a tool for cyber security recruitment. As 
they work their way through the games, players’ scores are 
entered onto leader boards, categorised by different cyber 
security related disciplines such as risk analysis, forensic 
analysis, network defence and ethics, giving them the chance 
to prove and showcase their individual cyber skills, and 
creating a digital CV in the process. 

Each floor in the skyscraper is open for sponsors to host 
content, and is completely customisable. Sponsors can host 
their own games, job listings and career tips on each floor, 
making it a truly immersive environment for players. Every 
area in CyPhinxTM will contain a new opportunity to test a 
different cyber skill, available 24hrs a day, 365 days a year. 
This always-on access has been developed in response 
to feedback from previous candidates who want to play 
Challenge competitions as and when they wish rather than on 
a strict timetable.

By combining always-on access to games and competitions 
that reflect the real-world skills cyber professionals use today, 
with learning materials and the chance to meet potential 
employers, CyPhinxTM is expected to become the UK’s hub of 
cyber talent recruitment opportunities. 

Gamers and Cyber Security

Up until now, we have largely been engaging a generation of 
talent with an existing understanding or interest in cyber such 
as ethical hacking or forensics. What makes CyPhinxTM stand 
out from what we have done in the past is it enables us to 
extend our reach to a whole new audience: gamers. 

Gamers have been identified as a key audience for cyber 
security recruitment – many of the skills are required in cyber 
security are also found in gamers. For example, problem 
identification, scenario analysis, decisions, outcome weighting 
and complex problem solving are all concepts common to 
gameplay and the cyber security industry. Every day we get 
faced with a new problem: the latest vulnerability in a global 
platform, a major hack or breach of a significant organisation 
or even how to protect a nation. This level of problem needs 
problem solvers that think outside of the box.

There is a 30 million strong UK gaming community, and 
CyPhinxTM is a way of encouraging them to consider a career 
in cyber security and bridge the skills gap.

A new age of cyber  
recruitment – CyPhinxTM       

Stephanie Daman, CEO, Cyber Security Challenge UK

About CyPhinxTM 

CyPhinxTM is available all day, every day, 
and consists of three difficulty levels to 
cater for all competencies: 
  
Introductory levels 
Aimed at those individuals with no prior 
knowledge of cyber or code breaking, 
these levels introduce the concepts of 
security and provide simple puzzles and 
games to engage the players. These levels 
are equally playable by an adult with no 
prior knowledge of the cyber industry or 
a child with no conceptual understanding 
of security. Those with an existing 
understanding of cyber and experience 
of puzzle solving are invited to play these 
levels but are expected to progress 

quickly. The game types used are similar 
to those deployed by the Challenge into 
the Schools Programme. 
  
Intermediate levels 
For those that have a clear aptitude or 
prior knowledge and experience in the 
discipline, these levels provide some 
significantly more difficult challenges 
to complete. Many challenges can be 
performed offline on candidates’ own 
equipment and the subsequent “flags” 
found are used to progress within the 
game. The game types utilised here 
are akin to those delivered through the 
CyberCenturion programme.  
 
Advanced levels 
These levels comprise challenges of the 

same difficulty level as those delivered 
through the Challenge’s core games 
programme and will provide players with 
an opportunity to be selected for face-to-
face competitions and the Masterclass.

Community 
Within any MMOG, synonymous to its 
gameplay and fundamental to its success 
is the concept of community. The ability 
for players to interact, communicate and 
engage in game is as important as the 
challenges delivered through it. This sense 
of community, ability to join together and 
co-opt teams into challenges provides a 
basic set of functions to promote team 
working, communication and peer – 
based learning. 

https://www.isc2cares.org/IndustryResearch/GISWS/
https://www.isc2cares.org/IndustryResearch/GISWS/
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network. Our own research showed that 
83% of organisations had suffered some 
form of data security incident and over 
a third of these security threats were 
a result of employee misuse of USB 
or storage devices to save company 
data, making them a data loss threat 
that cannot be ignored by individuals 
or organisations. With the proliferation 
of cybercrime in recent years, these 
security incidents have become even 
more common in the workplace. 

However, the lack of security built into 
USB devices is not the only problem. 
Social engineering is becoming 
the method of choice for many 
hackers. This involves the gathering 
of information through various social 
media channels available publicly 
to find out anything from email 
addresses and phone numbers to 
which financial institution an individual 
banks with. From here hackers can 
use the information to create a false 
source that appears both convincing 
and trustworthy. 

Amongst cybercriminals this type 
of personal data is a commodity 
growing in value and is often the sort 
of information that can be found in the 
documents and files on an individual’s 
storage device. The problem is, even 
the seemingly worthless data can 
be used to piece together a profile 
of an individual which can then be 
used against them. It means that 
losing any type of data, even the most 
nondescript, could for example result 
in being contacted by someone posing 
as an employee from a bank requesting 
an immediate transfer of savings. 

In a recent social experiment carried 
out in Chicago, 200 USB sticks were 
dropped in public places. In around 
one out of every five instances, a 
member of the public picked up 
and plugged the dropped USB into 
a device. These individuals then 
proceeded to open documents and 
folders on the unknown USB, which, 
had this been programmed with ill 
intent, could have had far reaching, 
damaging consequences. Even 
with the number of high-profile data 
breaches on the rise, individuals still 

Despite the 
serious threat 
USBs pose for 

businesses and 
organisations, 

there are ways 
of safeguarding 

data against 
their misuse. 

do not understand the potential risk 
of misusing a USB flash drive. This 
has made USBs a major tool for 
cybercriminals, with an aim to steal 
personal or corporate data.

It’s therefore not surprising that, 
whether malicious or accidental, the 
greatest threat to any organisation’s 
data security comes from removable 
storage devices / USBs. This comes 
from employees not following corporate 
data protection policies and using 
unauthorised devices at work.

Despite the serious threat USBs pose 
for businesses and organisations, there 
are ways of safeguarding data against 
their misuse. To start with, no matter 
how tempting it may be, an unknown 
device should not be used, especially 
not with a device that contains any 
company data. There was a case of 
mass-produced USB sticks being 
handed out at a show, where the stick 
also (unintentionally) contained a virus 
along with the marketing materials it 
was supposed to have. This common 
sense fact may save a company from 
suffering a serious data breach. In fact, 
to reaffirm this point, an unknown USB 
should not be used at all.

To fully defend against rogue USBs 
businesses should secure themselves 
with both a data loss prevention and an 
endpoint solution. Data loss prevention 
(DLP) solutions encrypt sensitive data, 
preventing it from being sent in an 
email, or from being uploaded to a 
website. Importantly it prevents critical 
information from being copied to USB 
sticks and other storage devices. 

Endpoint solutions control where 
sensitive data is located and how it 
is used on end-point devices, such 
as USBs. It ensures that critical 
information can be controlled when 
transferring data between corporate 
and personal devices, including via 
USB sticks and iPhones. The solution 
significantly reduces the risk of losing 
company data to a malicious or 
accidental breach. 

What businesses can do immediately 
is provide a level of clarity on best 

practice for the use of USBs in the 
workplace and is ask employees a 
number of key questions: how many 
USB storage devices do they have? 
How many of them have company 
critical information on them? Is the 
device or the information encrypted? 
How many have been lost or given 
away? How many have been 
gained ‘for free’, including those 
picked up from the last trade show? 
Good security includes education 
and awareness campaigns with 
employees. Just informing people 
about the risks and consequences 
around USBs, and then providing 
company USBs which have 
encryption will help improve the risk 
profile of the business.

With the number of employees that 
currently use USBs as a medium for 
transporting information it’s time to 
take the USB threat seriously – and 
keep critical information safe.

Guy Bunker,  
SVP Products, Clearswift

Cyber security experts have often questioned the safety and 
security of using a USB to transfer files and upload data. To 
all outward appearances it’s a relatively innocuous piece of 
plastic and hardwiring, but losing, or inserting an unknown 
USB into a company computer could have devastating 
consequences for an organisation. 

USB security issues are a result of a number of things, but 
a major problem is the lack of security protection on the 
devices themselves. Many USB manufacturers don’t protect 
the firmware (the permanent software that controls the 
‘communications’ function of the USB) in their devices. This 
provides an open door for criminals to reprogram, or reverse 
engineer the USB to hold malware capable of compromising 

computer systems. 

The internet is rife with complete USB malware kits designed 
to steal security credentials and critical information just from 
plugging the device in. A hacked or reprogrammed device 
can imitate a keyboard in terms of issuing commands, mimic 
a network card and redirect a company’s internet connection 
by changing the Domain Name System (DNS) or infect a 
computer’s operating system leading to a virus outbreak or 
encryption with ransomware.

The effects of this on an organisation can be disastrous; 
stealing the contents of anything written to the drive while 
spreading malware through multiple computers on the same 

Unpredictable  
Security  
Breach?

USBs still can be a  
security pitfall...



Women in Security: Wisely Positioned for the Future 
of InfoSec, a Global Information Security Workforce Study 
white paper, examines the differences in roles and behaviours 
of men and women in the field against overall trends that 
are affecting professional practice. The paper, which looked 
at people working in both practitioner and leadership roles, 
acknowledges that the number of women is growing in line 
with the workforce itself, but not as a percentage of the 
practice. The authors, industry analysts Frost & Sullivan, point 
out that achieving parity would address the desperate need 
for an estimated 1.5 million more qualified people working in 
security by 2020. The implication here being that the trend 
can’t be explained by a lack of available jobs: hiring managers 
participating in the study admit they struggle for as long as six 
months to fill positions. 

The collective numbers, however, mask real progress that 
is being made by the women who are currently working 
in security. Women are set to dominate the areas of 
Governance, Risk and Compliance (GRC), with a greater 
percentage working in these roles compared to men. 
Nineteen percent of female leaders are in GRC roles versus 
12 percent of male leaders. Given the compliance burden 
that the profession is facing in Europe with th`e new General 
Data Protection Regulation (GDPR) and Network Information 
Security Directive (NIS), one can speculate a supporting 
trend for bringing more women into the sector.  

It’s also one that is helping women gain influence. Within 
the broader global study, GRC was identified as the second 
of the top six skills needed for the future. Here, we see the 
need to strike a balance between business objectives and 
risk management; and the influences that are driving the 
information security profession to become a more prominent 
partner in business decision making. GRC is expected to 
gain prominence in response to growing recognition for the 
need to merge cyber and business risk. When we look at 
what the overall study tells us is happening in companies 
today, it is easy to see why this is the case:

•  The profession as a whole admits that they have 
been put on the back foot, forced into a reactive 
mode as they work to get their arms around a 
changing organisational footprint that is embracing 
cloud, mobility and software-driven infrastructure 
against a back drop of growing and increasingly 
sophisticated threats. 

•  There is growing concern over sprawling security 
technologies. Thirty-two percent of respondents 
report that threats are evolving faster than 
vendors can advance their products. Two-thirds 
of respondents suggest that the “technology 
sprawl” created by this and other factors, 
including decentralised purchasing, mergers and 
a lack of backward compatibility from vendors, is 
undermining effectiveness.

Do we need to 
worry about 
the lack of 
women in  
information  
security?

By Lyndsay Turley, 

Director Communications & Public Affairs (EMEA)

Judging by the level of initiative promoting 
women in cyber and information security, 
there is a genuine desire to address the 
dearth of women forging a career in this 
space. Current statistics suggest that the 
effort is producing little more than frustration. 
According to one study, the 2015 (ISC)2 
Global Information Security Workforce Study, 
which surveyed nearly 14,000 professionals 
around the world, women only make up 10 
percent of the field. The previous workforce 
study, released in 2013, found it was 11 
percent. It seems that no matter how much 
is said or done about it, the proportion of 
women working in the field remains static.  
A closer look at the activities of women in 
cyber, however, offers reason for optimism.
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The white paper also covers the traits 
that are helping women excel in GRC 
roles, including a real focus on bringing 
teams and stakeholders together, and 
encouraging collaboration. As a result, 
women are gaining broad exposure 
across the organisation, along with the 
opportunity to have more influence over 
how security requirements are defined 
and managed beyond their direct 
function. Further, women are motivated 
by different factors than their male 
counterparts; demonstrating less of a 
tendency to change jobs in pursuit of a 
promotion or higher salary. The reported 
salary difference between men and 
women wasn’t huge – 4.7 percent higher 
for male leaders – considered to be a 
result of differences in negotiating styles 
and willingness to change companies. 
Such differences in behaviour suggests 
that women have a higher potential for 
commitment to their employers and the 
opportunity to move up as the company 
and the function develops, and labour 
markets settle. 

The implications of these findings go 
beyond GRC. As the women currently 
working within security gain influence, 
their actions are positively affecting hiring 
considerations for women across the 
profession. The potential is to effect 
development advances for women at 
every level of practice. There are signs 
that more women are also attracted to 
the technical roles as well as the business 
ones. A growing percentage of the 
women surveyed hold computing science 
and engineering degrees, compared to 
those surveyed in 2013.

It’s worth noting that the desire to 
attract more women is not just a 
concern for cybersecurity. The low 
numbers of women in computing, 
IT, engineering, leadership roles and 
more, are lamented worldwide. An 
online review of the many studies from 
industries trying to woo women into 
their field suggests some common 
themes: 

  
1) Perceptions get in the way – Within 
cybersecurity, the sector’s technical roots 
are certainly responsible for the narrow 
perception of the field that exists today. 

 2) Hiring managers hire what they 
understand – If men make up the majority 
of an industry, as is still the case with 
cybersecurity, the tendency will be to hire 
according to their traits and the behaviours 
that they understand. 

 3) Often, change only seems to happen 
when forced either through regulation or 
preferential hiring practices. 

 
The third trend mentioned above has 
been reflected in the European Union 
(EU) after the European Parliament 
voted in favour of a proposed law 
on mandatory quotas for women 
in leadership positions in 2013. 
While there weren’t enough countries 
signed up to turn the proposal into 
law, those EU countries that went on 
to adopt national policies, including 
Spain (increasing from 14 percent to 26 
percent) and France (21 percent to 33 
percent), progressed significantly. While 
those countries that didn’t adopt the 

policies, like the United Kingdom (18 
percent to 22 percent) and Germany (16 
percent to 14 percent), didn’t.

In the 1980s, talk of affirmative action 
set the course for hiring quotas being 
mandated to improve the presence of 
women across the workplace. As a young 
woman fresh out of university, I personally 
viewed the measure as an insult: The last 
thing that I wanted was a job handed 
to me because I was female. I was the 
daughter of a very successful woman 
making headlines for being one of the first 
promoted to vice president in Canada’s 
banking industry and I, like her, felt that 
I could make my own way. And I very 
much have. Persistent concerns over the 
lack of progress of working women today, 
however, suggests that I should perhaps 
have been less selfish in my thinking. 

There is growing appreciation for the 
fact that real change requires wholesale 
change in the balance of influence 
across an industry or organisation. 
Looking at how women are progressing 
within cyber and information security 
offers reason to believe that they may 
well be gaining the influence needed not 
just for their own careers, but also to 
lay the foundations for a more gender-
balanced workforce in the future. It 
would be a great achievement if this 
were to happen without being forced. 

More information about the Global 
Information Security Workforce Study 
can be found at:  
 
www.isc2cares.org/IndustryResearch

http://www.grantthornton.global/globalassets/1.-member-firms/global/insights/ibr-charts/ibr2015_wib_report_final.pdf
http://www.grantthornton.global/globalassets/1.-member-firms/global/insights/ibr-charts/ibr2015_wib_report_final.pdf
https://www.isc2cares.org/IndustryResearch/
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CyberCenturion sits between the Cyber 
Security Challenge UK programme for 
secondary schools and the main Challenge 
competition programme. It aims to engage 
thousands of talented younger individuals who 
have the skills to defend the UK online but 
no real outlet for showcasing what they can 
do. It is a chance for anyone interested in the 
world of cyber security to get their first real 
experience of the scenarios and challenges 
existing professionals have to undertake on  
a daily basis.

As a national team-based cyber 
security contest specifically for 12-18s, 
CyberCenturion is also designed to address 
the nationwide STEM skills gap by opening up 
cyber security education to youth groups from 
every sphere of life, from cadet corps, Scout 
groups and Girl Guides, to school clubs and 
community groups; breaking down the barrier 
of needing education to be taught in schools.

CyberCenturion mirrors the US CyberPatriot 
competition, part of a major American youth 
cyber STEM education programme presented 
by the Northrop Grumman Foundation and 
created by the US Air Force Association. 
CyberPatriot has already engaged more than 
250,000 students, educating them on the 
opportunities in cyber security across the US. 
Eighty percent of those who have taken part 
in CyberPatriot now plan to pursue a higher 
education course in a STEM subject. 

Steph Alridge, CyberCenturion Lead, 
Cyber Security Challenge UK

Unearthing 
young cyber 
talent in the UK 

2016 National Final

This year we’ve seen a fantastic increase in sign-ups to CyberCenturion, 
70% more teams than the previous year. After five months of battling 
through preliminary rounds, the final ten teams will be competing face-to-
face in a frantic National Final competition on Tuesday 26th April at  
the National Museum of Computing on Bletchley Park. 

The final teams include:  

G-Sec, Bayside School, Gibraltar 
Tom & Co, Frome College, Somerset 
Jake & Co, Frome College, Somerset 
Matrix Mk IV, King Edward VI Grammar School, Chelmsford 
KEGS Sixth, King Edward VI Grammar School, Chelmsford 
You can’t “C” me, St George’s School, Weybridge 
REFRESH, Suffolk and Essex 
OpAmps, King Edward VI Grammar School, Chelmsford 
CADS 2, 3SDL, Malvern  
St George’s Cybers, St George’s School, Weybridge

Following their glorious win in 2015, will King Edward VI Grammar School be 
able to keep their title as CyberCenturion champions, or will another team 
beat them to the top?

How can you get involved?

Creating a team:  
CyberCenturion teams are made up of 4 – 6 players between the ages of 
12 – 18 and must consist of one responsible Team Leader who must be 
over the age of 18. These teams can come from schools, after school clubs, 
Scouts, Guides, Cadet forces and Social clubs and even home schooled 
children! For more information on signups and rules, visit:  
 
http://bit.ly/CyberCenturion 

Supporting a team:  
Many of our teams could use some extra support when learning new cyber 
security skills. If you are in the industry and would like to help support a 
local team – whether it’s sponsorship, use of facilities or coaching – please 
contact Steph Aldridge:  
 
saldridge@cybersecuritychallenge.org.uk 

What’s the competition like?

Read through the next few pages of the magazine to find out what the 
competition is like from some of our Team Leaders. You can also visit the 
website to read more blogs and watch videos of our previous teams. #CyberCenturion  

“We aim to help address UK’s 
STEM skills gap by replicating 

the successful US model of 
national youth cyber education 

programmes across the UK. 
Last year, over 2,000 teams of 

young people took part in our US 
‘CyberPatriot’ programme, and 

we believe that ‘CyberCenturion’ 
can replicate that level of success 
in the UK. There is a huge pool of 
untapped talent and enthusiasm 
for STEM subjects among young 

people and we believe we can use 
our world-leading expertise in 

cyber to help dramatically boost 
UK’s STEM skills base.”

Andrew Tyler, Chief Executive  
Europe of Northrop Grumman

http://bit.ly/CyberCenturion
mailto:saldridge@cybersecuritychallenge.org.uk


2016 is the second year Bayside School is competing in 
CyberCenturion. With four teams, one of which is a girls’ 
team from our neighbouring girl’s school Westside, we are 
more excited than ever to be part of such a programme 
and competition. There are clear deficits in our educational 
system when it 
comes to preparing 
young adults for their 
future, but when 
initiatives such as 
this come along, it 
provides hope and 
excitement. I am 
proud to say that 
the teams, who vary 
in gender, age, skill 
and experience, 
have taken to 
working and problem 
solving together 
incredibly well. I have 
witnessed learning 
at its best, with our 
young minds being supported not just by educators but also 
by members of our community who have given up their own 
time to invest in our future generation.  

The competition has given my students a great insight into 
cyber security and highlighted the importance of such an 
academic enrichment to their future, in terms of the skills 
gap that threatens their employability after their studies. As 
young members of our society they have access to mobile 
phones, media players, televisions and games consoles 
which have access to the Internet. At some point in their 
lives it is inevitable that they will be faced with some sort of 
cyber threat. This has helped them realise that there has 
never been a more exciting and relevant time for needing 
skills in cyber security. Similarly, as the Head of Physics 
in my school, I am often questioned about the shortage 
of people skilled in the STEM industries. I believe in tying 
education with real-life work experience as much as possible 

and CyberCenturion has really allowed me to do so; with so 
much support from industry leaders in the competition itself. 

Following our success at the 2015 competition, I was 
approached by Lluis Mora, Head of Security at online 

gaming company, 
BWin, who was also 
very enthusiastic 
and positive about 
investing his and 
some of his team’s 
time into coaching 
our students for the 
competition. We 
shared similar views 
about education 
and the future of the 
workplace and his 
philosophy was very 
clear; no checklists, 
no hacking and 
never break the law. 
Learning the methods 

of the industry thoroughly, with only good intentions, was 
at the very core of his objectives. Our students learnt about 
social engineering and the real difference between white hat 
and black hat hacking. 

We know that cyber security is a sector which has 
experienced unprecedented growth in recent years, with 
market valuations estimating that worldwide the cyber 
security market was worth £53 billion in 2015 alone; and 
is estimated to grow to £117 billion by 2020. Gibraltar’s 
population is just over 30,000 but our growing financial and 
technology sectors continue to soar, with over 10% of our 
population employed in the online gaming industry. Mora 
and his team saw the opportunity to harness our students’ 
enthusiasm and combine it with an opportunity to give them 
a real insight into the world of cyber security and the ever 
changing cyber threats we all face in our personal lives and 
future careers. 

Cyber on the rock: 
leading a CyberCenturion team in Gibraltar

Stuart Harrison, Teacher at Bayside School & 
Team Leader for CyberCenturion, Gibraltar

Currently, cyber security is a sector which is crying out for 
undergraduates to have the skills to take up jobs. There 
is a reason why GCHQ, the National Crime Agency and 
other agencies are offering such generous incentives to 
take up studies in cyber security, such as bursaries, paid to 
attend cyber schools and a guaranteed job on completion 
of a degree. These are exciting times for any student who 
has an interest in cyber security, whether they are studying 
computing or not. Studies in mathematics, physics and 
similar A levels can still lead to being entitled to these 
generous incentives. What a time to be indecisive on what to 
read at university.

The competition has been a success and an amazing 
experience on many levels for me and the team. We’ve had 
ever increasing local support with PriceWaterhouseCoopers 
donating over a dozen desktop computers to the school 
and our largest telecommunications provider Gibtelecom, 
donating a broadband connection, so that we didn’t have 
to rely on our school’s already overburdened network. The 

increasing press and media attention, alongside growing 
numbers of students eagerly awaiting a place for next 
year’s competition is further evidence of the success of our 
involvement. Even our newly appointed Governor of Gibraltar 
and Commander-in-Chief Lieutenant-General Edward Davis 
CB CBE has expressed a great interest in our efforts and 
involvement in this competition - he recognises not only the 
importance of cyber security, but how this competition can 
entice and promote youngsters to take up careers in it. 

The benefits of entering CyberCenturion don’t stop there; 
the effect on the students is phenomenal. Rarely have 
I witnessed such mindful learning with incredible team 
building, emerging leadership skills amongst them. Their 
increased independence, confidence and maturity have 
soared whilst embracing the challenges and opportunities 
of this competition and the benefits of going abroad and 
becoming ambassadors for our school. We can’t wait for 
the National Final and for the third year of the competition to 
begin. 

There’s something strangely satisfying about solving a puzzle, even more so when I see the sense of satisfaction in 
my students.  Puzzles and challenges are exactly what engage and draw them in. I work at Bayside School in Gibraltar, 
and with just over a thousand boys - like every teacher knows, keeping the curiosity of learning and engagement is, in 
itself, a daily challenge. So when an extracurricular opportunity like CyberCenturion came along, initially, I was dubious 
as to the level of commitment and interest. After thwarting some stiff competition in the preliminary rounds, I turned 
up with my team of six to the Natonal Museum of Computing on Bletchley Park for the National Final Competition; 
completely unaware as to the real momentum such an initiative would gain. 

Gibraltar’s population is just over 
30,000 but our growing financial 
and technology sectors continue to 
soar, with over 10% of our population 
employed in the online gaming industry.

14
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BEYOND THE SECURITY  
ECHO-CHAMBER
The latest Strategic Defence and Security Review 
(SDSR) has taken the next step in evolution. From a 
purely defence ‘bombs and bullets’ oriented policy 
over the last number of decades, it has assumed a ‘full 
spectrum’ character that attempts to integrate different 
arms of government, private sector and civil society.  
Its aims concern diverse activities, from defence against 
states to protection of critical infrastructure; to business 
innovation and defeating organised crime. From the Prime 
Minister’s opening statement, it speaks the language of 
economics as much as defence, not just in the sense of 
defence affordability, but also in terms of economic security.  
Cyber runs through the whole review and remains a Tier 
One risk. Arguably, it is the area that is most instrumental 
in securing the UK’s openness, ability to trade and ability 
to operate. This review has consequences for the cyber 
community and those we serve, and we must address 
them urgently. We need to be more diverse and connected 
in engagement outside our community on cyber security 
and assurance issues – security echo chambers just will 
not do. There needs to be an emerging understanding that 
lifts our view beyond our immediate discipline’s concerns 
to the context in which we work and operate. Such an 
understanding has then to drive strategic change.

Diversity in our engagement

A review that argues for integration towards diverse 
goals must consequently require an understanding of 
the contribution each of us makes. For years the security 
community has discussed amongst its members the 
difficulty in engaging others ‘outside’ the community.  
Sometimes this was blamed on ‘techy’ culture, or divergent 
economic priorities concerning the bottom line. The vestiges 
of this old thinking remain and seem hard to shift. The SDSR 
seeks to address a world in which boundaries are blurring 
most obviously between home and abroad; defence and 
security; diplomacy and international development. There 
are less obvious blurred boundaries too. Take information. 
Quite rightly, leaders are starting to see data and information 
as more valuable than the computers on which they are 
stored. The information we hold on citizens and customers 
are now more clearly an asset of value to an organisation 
beyond the mere recording of a device on an asset register. 
What is valuable to an organisation and the nation, is not 
simply the exclusive domain of the technician or the finance 
officer – Talk Talk and others know this. The old boundaries 
have blurred. Unless we all become constructively engaged 
in the development of thinking and implementation planning, 
we will be unable to pursue the shared goals effectively. So 
we need to be better at communication and we need to be 
more connected.

Developing understanding

Even if we did become more diverse, what would we talk 
about? One security officer for a financial institution once 
said that he had improved communication with the rest of 
the company by locking down the computers so much, staff 
had to speak to him if they wanted to make the slightest 
change. The language of security was one of permissions 

and obstruction. Security people had the power to make 
life difficult. Relationships are thankfully changing, but the 
development of our understanding is still held back by fuzzy 
or exclusive concepts. Risk at first looks like a concept we 
can all understand, but its application and meaning vary 
greatly in and between organisations. This is problematic 
in interdependent systems. Value, is another concept that 
should form the basis of discussion, but again thinking is 
still limited and much more needs to be done on calculating, 
representing and appreciating the value of information. On 
one hand, we can see the value of reputation, and therefore 
reputational risk. On the other we find it difficult to put a 
monetary value on the information asset we hold – and 
for some organisations the value of the company is now 
the information it holds. This seemingly sits in contrast to 
economics founded on the ‘means of production’. So we 
must be diverse in our engagement, if only to work on a 
shared agenda that develops the concepts that help us 
understand each other and our business.

Driving strategic change 

Of course, understanding has to drive change so that 
businesses and government orientate to take account of 
the value of information. One good example, potentially part 
of the emerging EU data protection directive, is the idea of 
privacy being built-in to services and systems. Once we 
have tied down what privacy by design looks like (our shared 
concepts), it then has to feed into the way organisations 
design, procure, operate, manage and resolve problems.  
These very practical problems, and the change required can 
only be worked through in collaboration. 

This year the Information Assurance Advisory Council has 
chosen to pursue a number of strategic research projects.  
We aim to address the challenge set out above. Earlier this 
year we ran a workshop jointly with the Institute of Directors 
and the Centre for Protection of National Infrastructure 
which looked at shaping directors’ education in information 
governance and risk. We have just launched a programme 
on safety, security and trustworthiness in smart-living.
This forward looking project seeks to help review and build 
the concepts we need for services and systems where, 
for example, people have ceased to be users as much as 
participants. This is a scenario in which safety, security 
and assurance need to be aligned, if only to ensure that 
consumers are getting billed for what they have used, 
measured by trustworthy sensors. In early summer we will 
launch a programme on the cyber security and information 
assurance profession. This will examine what the profession 
professes to be skilled in, and why you should trust any 
particular individuals to fix your ‘digital plumbing’ or policy. 
Key in this will be an examination of the profession’s 
relationship with others. 

IAAC is committed to working with partners, such as the 
Cyber Security Challenge. We aim to be diverse in our 
engagement across age groups and disciplines to develop 
collaboratively our understanding and ultimately realise the 
individual and enterprise opportunities presented by our 
information dependent economy.

NIGEL JONES, IAAC

Last year’s CyberCenturion had such 
a huge impact on how our students 
viewed the field of cyber security as 
a whole. It was completely new for all 
the students as they had almost no 
experience at all when they decided to 
compete. As they learnt as much as 
they could online or with the resources 
available they all began to really 
appreciate cyber security much more.

The two teams from KEGS that 
took part in the first CyberCenturion 
competition were both delighted to have 
qualified for the finals and the winning 
team were amazed that they went on 
to win. The amount of effort they’d put 
in had clearly paid off by winning such 
a high level competition despite starting 
from scratch. The other team also 
performed well by placing third despite 
being a year younger than the winner; 
showing how the competition really can 

be for individuals of mixed age groups. 

The day at the National Final not only 
made the students respect the field 
more, but also start to see it as a viable 
choice of career. The competition 
showed them how important cyber 
security is to our country and how we 
need far more people in the field than 
are currently employed.

Following the huge success, the winning 
team wished to defend the title whilst 
their younger counterparts wanted to 
steal it from them this year, so have 
entered the competition once more. 
We also advertised the competition to 
other students in the school so that they 
could try their hand at cyber security.

All of the students have found the 
competition to be very taxing due to the 
amount of time spent trying to secure 
the virtual machines they are given. But 

they unanimously agree that the amount 
of effort is worth it when they hear that 
they’ve fixed vulnerabilities and make it 
through to the next rounds.

Students new to the competition have 
also had their eyes opened to cyber 
security and CyberCenturion has given 
them the experience of being a system 
administrator and made them wonder 
how secure their own devices are at 
home. 

Thanks for this fantastic opportunity 
CyberCenturion and we would 
recommend any school or organisation 
entering their own teams next year ... 
we’d love to win against you!

CyberCenturion –  
the winners’ story

Penny Bunting, Engineering Coordinator, 
King Edward VI Grammar School, Essex

Students new to the competition have also had their eyes opened to cyber 
security and CyberCenturion has given them the experience of being a system 
administrator and made them wonder how secure their own devices are at home. 
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The skills gap is one of the most pressing issues facing 
the IT industry today. Organisations across the world 
are struggling to find adequate talent that is required to 
fill the increasing number of roles that demand technical 
skills. This is impacting businesses’ bottom lines: in a 
recent survey, UK businesses said that the dearth of 
IT talent affected their productivity (44%), customer 
services (30%), speed to market (27%) and new product 
development (26%). Crucially, organisations are being 
left exposed to cyber threats at a time when they need 
protection the most.

Organisations are finding it difficult to mitigate against 
serious data breaches because of the shortage of skilled 
professionals, and are under serious pressure to remedy the 
situation, with the upcoming EU General Data Protection 
Regulation due to swing into effect in a matter of months. The 
shortage of talent is also pushing up wages for those who 
have the right skills and organisations are being held ransom. 
Poaching of talent is common.

One of the reasons behind this talent shortfall is the lack of 
people entering the industry at a young age. The only way to 
address this critical shortage is for industry and the education 
system to work together to increase the talent pool and 
provide every opportunity for enthusiasts to come through.       

The IT Curriculum

IT education is starting to change after the revamp of the ICT 
curriculum in 2014, which saw old ICT lessons replaced with 
Computing lessons which focus on practical and fundamental 
skills, such as coding and concepts within computer science. 
The old curriculum was criticised for teaching basic computer 
literacy focusing on programmes that became redundant 
within a couple of years. The hope is that by instilling pupils 
with fundamental knowledge, the population will be more IT 
aware, and those who continue with IT through education 
will eventually leave university with sufficient skills to enter the 
workforce without the need for vast amounts of training. 

The change to the curriculum is a step in the right direction in 
terms of developing and nurturing the necessary skills for the 
British workforce and improving productivity and innovation. 
However, cyber security is very light touch and too much 
focus is given to programming at the detriment of other 
foundational topics. Cyber-attacks are becoming increasingly 
common; the TalkTalk hack last year affected millions of 
people, while breaches to eBay and Sony in the past have 
demonstrated that no company, no matter how large, is safe 
and that they must do more to protect themselves. 

Developing the next cyber stars

Clearly, if we are to increase our ability to counter such 
attacks, cyber security should be included in the school 

curriculum from the earliest age, in the same way that 
Computing now is. This will take some time, but industry can 
help support the education system in the meantime to ensure 
that the next generation have the knowledge required for 
future security challenges.

Teachers who can impart enthusiasm for the subject and 
are suitably qualified are in short supply, which has led to a 
limited scope in schools being able to grow the talent needed. 
However, there are already a number of organisations that 
are attempting to bridge the skills gap. The Cyber Security 
Challenge UK, which CompTIA supports, is working with 
schools up and down the country to introduce cyber security 
to teachers and pupils, and offer free cyber security teaching 
packs designed by working professionals, for teachers to 
use in their computing lessons. These lesson packs include 
practical demonstrations of issues within cyber security, 
information on why the industry is so important and tips on 
entering the career.

The Challenge’s Schools Competition also encourages young 
people into cyber security in a fun and engaging way, such 
as contests around the use of drones, and other equipment. 
It’s techniques like these that can help demonstrate to young 
minds what cyber security is like, how it relates to the real 
world and hopefully inspire the next generation into the cyber 
security workforce. 

Educating the workforce

It’s important to note that cyber education isn’t just required 
for those who may one day work in security, but also 
those that already do. Now that every business operation 
is controlled by IT, every individual in a business has a 
responsibility for its security, whether that be a cleaner or 
a C-level executive – and this will only increase. Numerous 
reports have cited the human factors that contribute to 
serious data breaches, caused by basic errors like leaving 
USBs lying around, connecting to public Wi-Fi hotspots when 
handling business data, or clicking on unsolicited links in 
emails. 

All it takes is one mistake from an unaware individual to 
spell disaster, so we need to make sure that cyber security 
education is made available to all, throughout their career. 
Basic training on how to spot a phishing attack, and basic 
security hygiene should be integrated into all IT education, to 
raise awareness and stem the number of breaches caused by 
employee error. 

As cyber security races up the agenda, we need to ensure 
that everyone can utilise technology in a safe and secure 
manner. As the younger generation become more tech-
fluent, we need to ensure that they don’t neglect the essential 
elements of cyber security. We have to cover education from 
all angles to ensure that the safety of our society, and our 
economy is ensured. 

By Graham Hunter, Vice President, Skills Certification  
- Europe and Middle East at CompTIA

“Basic training on how to 
spot a phishing attack, 
and basic security hygiene 
should be integrated into 
all IT education.”

By Graham Hunter, Vice President, Skills Certification  
-  Europe and Middle East at CompTIA

Developing a cyber talented 
and security aware workforce



As we move through 2016, it’s commonly accepted 
among the upper echelons of the security sector 
that cyber criminals and hackers are becoming more 
adept at pilfering personal data. Following on from a 
notorious 2015, which had numerous data breaches – 
from Ashley Madison to TalkTalk – in the last 12 months 
countless web users have fallen foul of online crime 
and we can expect more of the same this year. 

To limit this rising threat in the best way possible, it is now 
more important than ever to make sure basic protections 
such as good password security in place. After all, a 
resilient password is often the only thing standing between 
hackers and your personal data such as financial records, 
social media accounts and email inboxes.

Cybercriminals will typically have a considerable arsenal  
of dark arts to breach complex passwords and gain access 
to personal data, including automated software to crack 
encrypted identifications which is now more common  
than ever. 

With this in mind it has become clear that the old adage 
on human error playing a major part in password security 
seems to be as true as it ever was. Humans are often 
blamed for security failings from opening up malware on 
emails to writing down passwords. Despite significant 
investment in technologies and resources committed to 
designing security procedures it is the human which is 
seen as the vulnerability, the weakness in the system.

However, many of these failings can be considered the 
inevitable outcome of a poorly considered system. We 
know many factors that will cause a human to make 
mistakes, from cognitive overload to poor interface design, 
and in many cases systems have been designed beyond 
most people’s capabilities. Whilst most people can only 
remember around 7 random characters, technologies 
require them to store longer lists which inevitably results in 
them getting written down. 

From our work we would encourage organisations to 
ask three questions of the people within their security 
system. Do they know what they need to do? Can they 

do what they are being asked to do? Will they do what 
they are being asked to do? Whilst training is critical to an 
organisations security, equally important is the individual’s 
ability to do what is asked of them. Organisations rarely 
select individuals on the basis of their ability to follow 
security procedures so those procedures need to be 
designed so they are within the ability of those being asked 
to follow them. The culture of the organisation and the way 
that the organisation rewards staff should also be linked 
to the security system. Are staff just expected to get the 
job done, to cut corners to meet deadlines or are security 
behaviours and values exhibited from the top down?

Our human performance team works with organisations 
in the physical and cyber security domains to assist 
them in developing systems which deliver effective 
and efficient security. Recognising that the interaction 
of people, processes and technology is critical to the 
security outcome, the team of psychologists, ergonomists 
and modellers seeks to combine costly technology with 
processes that people can and will follow. 

Our security culture tool provides organisations with the 
ability to quantify employees security attitudes, values and 
behaviours and recognise differences between locations 
or groups; this allows additional training resources to be 
deployed to where they will have greatest impact and the 
benefit of interventions can be measured.

Humans are vulnerable. However that vulnerability can 
be significantly reduced as a result of an effective system 
approach to security. The least we can do is to provide 
employees with a system which isn’t designed to make 
them fail.

Password Security: 

Human Error 
or futile systems 

“Cyber criminals 
will typically have a 
considerable arsenal 
of dark arts to breach 
complex passwords and 
gain access to personal 
data, including automated 
software to crack 
encrypted identifications 
which is now more 
common than ever. ” 

Antony Bridges

“Despite significant investment 
in technologies and resources 
committed to designing security 
procedures it is the human which 
is seen as the vulnerability, the 
weakness in the system.”

By Antony Bridges, Head of Human Performance, Security at QinetiQ
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In 2015, I undertook research into the reported link between Autism and Cybercrime. The research was 
designed to establish whether or not there was an over representation of individuals with an Autism 
Spectrum Disorder (ASD) committing Computer Misuse offences. Whilst the research confirmed that there 
are those with Autism committing cybercrime the numbers involved and pathways into offending remain 
unknown. However, my investigation reinforced to me that those with Spectrum Disorders have a unique 
skillset, which when directed appropriately, demonstrates a natural aptitude toward actually being part of 
the fight against cyber crime. 

There is a natural correlation between Autism Spectrum Disorders and a gravitation toward Information Technology. IT is very 
logical, syntax guided and structured. Individuals with autism are often extremely talented and persistent problem solvers. 
Technology is process driven and for the most part ‘black and white’. For those trying to navigate the human terrain, which is so 
often illogical and unstructured, IT provides a more straightforward way of understanding and participating in society.

Indeed where the internet is concerned this has opened up a whole new way of communicating without the need for debilitating 
eye contact, adhering to social norms and painful social interaction. An ease of mastery also provides self-efficacy and a source 
of self-esteem, often lacking in those individuals with autism.  

Individuals with a Spectrum Disorder may appear of average or above average intelligence, have good language articulation and 
present as ‘normal’. However, they may struggle to attain formal IT qualifications due to the social requirements, pressure and 
examination stress of university life. Regardless, a lack of qualifications among those with an ASD does not mean a lack of ability.

Bath University actually recognize that students with an ASD require additional support and provide potential ‘Freshers’ with an 
induction course into university life. This is designed to help them traverse the university landscape and complete their education. 

The very ‘negatives’ apparently associated with an Autism Spectrum Disorder such as rigidity, difficulty in reading gestures and 
expressions, meticulousness in pursuit of knowledge, perfectionism, high order memory skills, repetitive behaviours are actually 
positives in the world of IT and Cyber. Where pattern recognition, coding skills, minute focus and rule and structure adherence 
are pivotal to anomaly and target detection.

Many individuals with a Spectrum Disorder are pattern thinkers and have a strong ability in the area of mathematics and calculus. 
They are deeply knowledgeable and are very often immensely knowledgeable about science, information technology and/or 
physics. They are fascinated by how things work and will focus on a task until the problem or solution is found. 

Indeed Microsoft, Vodaphone and SAP recognized this exceptional skillset a few years ago and now actively recruit those with 
Autism. For years there have been undiagnosed, incognito Spectrum Disorder personnel working in IT, it is only now that we 
are recognising them.

Identifying links  
between autism and  
fighting cyber crime

Citation: Rebecca Ledingham Richard Mills , (2015),”A preliminary study of autism and cybercrime in the context of international law enforcement”,  

Advances in Autism, Vol. 1 Iss 1 pp. 2 – 11

The full research paper can be found at: http://dx.doi.org/10.1108/AIA-05-2015-0003  Or by using the following QR Code: 

REBECCA LEDINGHAM

http://dx.doi.org/10.1108/AIA-05-2015-0003
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For more information or to discuss sponsorship opportunities contact:
 

allie@inspiredcareers.org 

Inspired Careers has been developed 
with the support of the UK Government 
and CREST, the not-for-profit body that 

represents the technical information 
security industry

 
Inspired Careers is an innovative virtual hub that allows you to explore the exciting 
and varied job roles and career paths open to you across the cyber security 
industry. The site has a wealth of information with the latest job opportunities, 
professional development, academic courses and next career steps. The Inspired 
Careers journey not only helps you to discover the right career path but will show 
you how to achieve it.

Whether you are looking to enter the Cyber Security industry straight from 
education, want to move into Cyber Security from another industry or are already 
working within the industry and want to further your career, Inspired Careers will 
help you make informed decisions. Its main aim is to make you aware of all of 
different roles Cyber Security has to offer you and give you all of the information 
you need, in a clear and manageable way to further your career.

Inspired Careers not only brings together information on the wide range of careers 
available to you right now but also helps you to choose and plan your entire 
career path

Alongside actual job and internship ads, relevant professional and academic 
courses, articles, whitepapers and social media advice, one of the key areas of 
content for site are the ‘Day in the Life’ films that show you interviews with real 
people doing the job roles you are interested in.

www.inspiredcareers.org

So, what are you 
waiting for? 
Register Today!
http://bit.ly/1VzL88D

Would you like to represent the UK in 
Germany? Are you between 14 and 30
years old and not currently working in the
Cyber Security Industry? Do you love
working with computers and networks
and solving CTF challenges? The European
Cyber Security Challenge could be for you!

Signups for the European competition will
launch on April 11th 2016 and we need you!
This year will see the second European Cyber
Security Challenge, bringing together the best
talent from across Spain, Romania, Germany,
Austria, Switzerland and the UK, to compete
for the ultimate title of European Champions.

Cyber Security Challenge UK will be sending a
team of juniors (age 14-20) and one of seniors
(age 20-30) to compete in the competition in

Dusseldorf from 7-12 November 2016. The
competition will give participants an 
opportunity to prove their ability within web
and mobile security, crypto puzzles, reverse
engineering and forensics; using their skills
throughout the challenges to take them as far
as they can go.

Competitors must be age 14-30 at time of
qualification (11th April) and permanently 
residing in the UK. You must not be working 
in cyber security already or have a Masters
Degree (Bachelors Degree is fine if it is in a
non-cyber subject).

If you think you’re up to the task, then you’ll
need to play our qualifying games, delivered 
in association with Hacking-Lab, by Saturday
28th May.

Could you represent the
UK in a European Cyber
competition?

Cyber Security Challenge UK.qxp_Layout 1  07/04/2016  18:50  Page 2

http://www.inspiredcareers.org/
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Privacy is as important to society as 
law and justice. Whilst most of us  

are prepared to trade personal  
information about location and  

retail preferences in return for rewards, 
most people can see the potential 

societal impact of an end to privacy. 
George Orwell could see it. 

In his 2015 address to the Black Hat 
conference in Las Vegas, Facebook’s Alex 
Stamos suggested that humanity is only 
2-3% into the era known as the Information 
Age. If he is correct, and many people think 
that he is, it becomes difficult to imagine any 
facet of our lives that will not be transformed 
by information. 

The opportunities for improvements to our quality of life, 
and to the sustainability and growth of our economies 
are undeniably exhilarating. Technology is transforming 
the fields of research, energy, education, government, 
healthcare, law enforcement, retail, manufacturing, travel, 
logistics and finance. The way that we live our lives in 2016 
is likely to seem as alien to our grandchildren as the lives of 
people living two or three centuries ago now do to us. 

The fuel that feeds the engine of transformation is data, 
much of it relating to our person. While personal data 
volumes have increased, the nature of our personal data 
has changed too. Whereas in the past we tended to think 
of personal data as the stuff kept at the front of a diary - full 
names, birth dates and places, blood groups and national 
insurance numbers - now it is much more diverse. 

Personal data now includes details of our finances, our 
politics and sexuality, our friends and families, our locations 
and movements, our purchases and conversations, our 
pre-disposition to illness, our exercise habits and dietary 
preferences, and our leisure activities. In other words our 
personal data now paints a more comprehensive picture 
of us as human beings than it ever did previously. As 
well as being diverse, this information is now ubiquitous, 
accessible from anywhere via any device that is connected 
to the Internet. 

But, as we in the security industry know all too well, there’s 
a problem. Whilst ours is an age of information it is also 
an age of profound insecurity. We have created a hyper-
connected economy in which we are, literally, connecting 
everything to everything.  The platform by which we are 
doing so, the Internet, will remain unassured, probably 
throughout its lifetime. 

Despite our best efforts we don’t appear to be very good 
at keeping our data secure. Many businesses continue 

to under invest in information security. Even those that do 
invest still suffer security breaches. Barely a week goes 
by without another security incident affecting our leading 
institutions and companies. Many question what hope there 
is for them when even the White House suffers a breach.

Some, like Alex Stamos, think that we, or rather software, 
will solve the problem, albeit not for two or three decades. 
Other commentators cite the unholy marriage of an 
explosion in personal data to cyber insecurity as the 
inevitable end of privacy. They argue that we should 
all become comfortable with digital transparency, and 
become at ease with a life containing few secrets, perhaps 
not even our own genetic constitution. 

This latter view is a dangerous path to tread. Privacy is as 
important to society as are rule of law and justice. Whilst 
most of us are prepared to trade personal information 
about location and retail preferences in return for rewards, 
most people can see the potential societal impact of an 
end to privacy. George Orwell could see it. So too, it would 
appear, can our politicians, whose Joint Committee on the 
Draft Investigatory Powers Bill echoed concerns from tech 
firms about the feasibility of protecting users’ privacy in the 
fight against terrorism and crime.

The challenge for policy makers is that when it comes 
to data protection there are relatively few levers available 
other than legislation. Getting it wrong – as we saw with 
the demise of Safe Harbour – can be costly and causes 
confusion. Over-regulation – as many fear the proposed 
EU Directives on Data Protection will create – also 
threatens to stifle innovation and apply the brakes to 
growth.

The ultimate responsibility for security and privacy will 
remain with individual businesses and consumers. Our 
levels of corporate resilience and personal privacy will 
depend upon our willingness to understand the choices 
on offer to us. As businesses that means identifying cyber 
security as a competitive differentiator and investing in it. 
As consumers it means developing a better understanding 
of the privacy choices that we make every day of our lives, 
or acquiescing and being handed the default levels of 
privacy afforded by the technologies we consume.  

Either way, there will be winners and losers.

Whither privacy in the  
Information Age?

David Carroll,  
MD at XQ Digital Resilience
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“A TARDIS 
OF DIGITAL 
WONDERS.”

Up and Coming events at The 
National Museum of Computing on 
Bletchley Park Bytes Festivals 

Bytes Festivals run in afternoons during the long 
school holidays and offer digital fun and games 
for all the family. There are lots of pop-up events 
and surprises with opportunities to get hands-on 
and creative. Get creative! Get digital! 

Summer Bytes Festival 
30 July - 26 August 2016
Autumn Bytes Festival 
22 - 30 October 2016
Christmas Bytes Festival 
27 - 30 December 2016

Special retro-gaming event  
30 April & 1 May 2016

Evening lecture series 
Monthly lecture series - usually on the evening of 
the second Thursday - most months. Booking 
required. Sign up for the mailing list via:  
lectures@tnmoc.org

The hack that made legal history – Robert 
Schifreen. 12 May 2016 
The extraordinary story of how Robert Schifreen 
hacked Prince Philip’s Prestel mailbox in 1985, 
the ensuing legal case and how it led to the 
introduction of the first anti-hacking law in Britain. 

Roots of data processing – The Victorians 
– Prof Martin Campbell-Kelly.  9 June 2016
Large-scale data processing did not begin with 
accounting machines and computers - it began in 
Britain in the 1860s with the first industrial-scale 
offices. An illustrated tour of some major Victorian 
offices.

Breaking Enigma – behind the scenes  
– Paul Kellar. 7 July 2016 A demonstration 
of Gunter to Churchill, the method by which the 
procedures of Bombe machines were checked for 
accuracy in their breaking of the Enigma ciphers.

An Evening with Colossus – Phil Hayes.
8 September 2016 
Everything you ever wanted to know about 
Colossus, but were afraid to ask.

Tickets available at www.tnmoc.org

THE NATIONAL 
MUSEUM OF 
COMPUTING 
 

The National Museum of Computing (TNMOC), located on Bletchley Park, is an independent charity 
housing the world’s largest collection of working historic computers.

The Museum enables visitors to follow the development of computing from the ultra-secret pioneering 
efforts of the 1940s through the large systems and mainframes of the 1950s, 60s and 70s, and the 
rise of personal computing in the 1980s and beyond.

Highlights of early computing include the rebuild of Colossus, the world’s first electronic computer, the 
Harwell Dekatron aka WITCH, the world’s oldest working digital computer, the ongoing reconstruction 
of EDSAC, one of the first general purpose practical computers and the latest arrival: the HEC, Britain’s 
first mass-produced business computer.

There are lots of hands-on opportunities in the PC Gallery and the Classroom which showcase the 
desktop computing revolution through machines from the late 1970s and 1980s. The bank of BBC 
Micro Computers in the Classroom is nostalgic for many and great fun for young would-be coders. In 
2016, Fujitsu will be creating a Fujitsu Innovation Hub in the TNMOC Classroom for visiting students 
and general visitors.

The Museum runs a highly successful Learning Programme for schools and colleges and promotes 
introductions to computer coding amongst young people, especially females, to inspire the next 
generation of computer scientists and engineers. During the longer school holidays are Bytes Festivals 
with digital fun and games for all the family.

 

 
For more information about TNMOC, go to 
www.tnmoc.org and follow @tnmoc 
on Twitter and The National Museum of Computing 
on Facebook and Google+. A TNMOC iPhone App 
is also available from the iPhone App Store.

mailto:lectures@tnmoc.org
http://www.tnmoc.org
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Malicious individuals, rival companies 
and even foreign intelligence agencies 
can use the information found online to 
learn more about a target. This method 
of collecting information is known as 
reconnaissance and is used for social 
engineering and phishing attacks.

Social media can be used 
against you
Social media profiles in particular leave 
us exposed to hostile or nefarious 
acts as they reveal both personal and 
professional information that can be 
exploited and used to plan cyber-attacks, 
or in some cases physical attacks.

A hacker’s job is made a lot easier if they 
have certain details about a network 
and its users. By using reconnaissance 
techniques on online profiles, company 

websites or blogs, the hacker can learn 
employee job roles, contact details and 
addresses.

Using the information gleaned from 
online profiles, a cybercriminal can gain 
access to an organisations system 
or target a malware campaign at an 
individual. Learning a target’s email 
address for example would allow the 
hacker to launch spearphishing attacks.

Do not panic
Before you rush off to close your social 
media accounts in a panic; stop and 
think.

What is the likelihood of a spy agency 
monitoring you? Have you done 
something to warrant such attention? Do 
you work for a company that could be an 

appealing target? If not, then aside from 
taking common sense precautions you 
are likely to be safe. However, if you do 
fall under those categories you should 
consider taking extra security steps.

Thanks to better education and media 
attention, most people will not open a 
random, obviously dodgy email. As a 
result hackers have altered their game to 
make Phishing attacks more targeted, 
hence the name spearphishing. By using 
the information taken from online profiles, 
the hacker can tailor the malicious email 
to better entice the target into opening 
it. Once on a system, the malware 
contained in the email will signal to IP 
addresses owned by the hacker, who 
may then task the malware to transmit 
sensitive information from the network, 
across the Internet.

Social Engineering:   
Your online profiles can be used 
against you
Most organisations and 
people have information 
about themselves on 
the Internet. Companies 
advertise and promote 
themselves using it, 
people share tonnes of 
personal information with 
their friends and families.  
With this wealth of 
information so widely 
available, it is little  
wonder that criminals  
can and do use it for 
malicious purposes.
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Reducing the risks
If using social media, ensure that you set the security settings 
correctly. Never have your profile be public and never share 
sensitive information in your posts. Ideally, your social media 
profile should be set so that only your friends and family can 
see your posts. Posting your phone number, your address or 
pictures of your workplace should be avoided at all times.  

For organisations using social media for marketing purposes 
the marketer should avoid posting any sensitive information and 
should keep a close eye on the profile for any sign of hostile 
reconnaissance taking place.

Make sure that your username does not include any personal 
information. For example: Rob@Liverpool is a bad choice.

You should also set up a separate email account to register 
and receive email from the site. That way if you want to close 
down your account/page, you can simply stop using that email 
account. Always use strong passwords that have no relation to 
any of the content on your online profiles and keep an eye on 
what others say about you online too. A friend could post some 
private information that could give a hacker a way in.

As well as taking these steps you need to ensure that you have 
up-to-date antivirus/antispyware software installed.

Social engineering 

Social engineering is a method used by hackers to manipulate 
people into giving up sensitive information. The sort of information 
the criminal is after are often passwords or bank details.

Jim Wheeler, Director of Cyber Operations at Protection Group 
International said: ‘Social engineering methods are effective as 
they take advantage of most people’s natural inclination to trust. 
It is a lot easier to trick someone into giving up their password 
than it is to hack it. Social Engineering is the subtle art of human 
manipulation in order to control and change the actions of 
others. It plays on common psychological vulnerabilities to alter 
the outcomes in your favour.

You are vulnerable if: You are helpful, you avoid confrontation, 
you like something for free, you try and be efficient, and you 
fear repercussions from management. The best defence 
against social engineering attempts is education.’ 

Basic ways to counter Social engineering
Slow down - if an email conveys a sense of urgency, 
or uses high-pressure sales tactics, always be sceptical. 
Chances are that a criminal is trying to trick you into giving 
up your information. On the physical side of things always be 
aware of your surroundings. If you don’t recognise someone 
do not let them into your building, scammers often rely on 
people being polite (holding doors open etc...) 

Research the facts - You should always be wary 
of unsolicited messages. If an email looks like it is from a 
company you use (or have used), do your own research. Use 
a search engine to go to the real company’s site, or a phone 
directory to find their phone number, never trust such emails 
until you are sure that it is the real deal.

Delete any request for financial information or 
passwords - Any message asking for personal details is a 
scam. Delete it. 

Don’t let a link control where you land - When 
receiving an email containing links, do not click on them as 
they may not be legitimate. 

By educating people on the threats posed by social 
engineering, the threat can be reduced significantly. Knowing 
what looks suspicious, what not to click on and keeping 
sensitive details secure could safe an organisation a huge 
amount of money in the long term. 

Matthew Olney
Copywriter & Social Media Coordinator, 

Protection Group International

Types of Social engineering

Pretexting – This form of social engineering sees 
attackers create a fabricated scenario to trick their 
victims into giving up personal information. 

Quid pro quo - A good example of this type of 
social engineering is a scam where someone claiming 
to be from a service provider (often they claim to be 
from an IT service provider) calls asking for details. 
The fraudsters often promise a quick fix to an issue 
in exchange for the victim disabling their antivirus 
program and for installing malware on their computers 
that assumes the guise of software updates.

Baiting – Criminals often take advantage of people’s 
inherent desire for free stuff. Baiters often offer users 
free music or movie downloads, if they surrender their 
login credentials to a certain site.  

Tailgating – Social engineering also employs 
physical tactics as well as cyber ones. The best 
example is tailgating. This is where someone who 
lacks proper security clearance follows an employee 
into a restricted area.
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UK government teams up with 
CREST to encourage young people 
into careers in cyber security 

 
A new government backed initiative to encourage young people into careers in cyber security 
kicked off in March at the Big Bang Fair at the NEC Birmingham. The campaign introduced the 
Digital Defenders – a team of ‘superheroes’ who save the world from cyber crime.  

School children visiting the stand at Big Bang Fair were able to test their ability by solving codes 
and puzzles and by playing cyber games with the Cyber Security Challenge UK. 

The Big Bang Fair and other events throughout the year provide the opportunity to inspire young 
people and make them and their educators aware of the great opportunities available to defend 
the UK against hackers and other online criminals.

For more information or to discuss how you can help the campaign contact  

allie@crest-approved.org

“Cyber security is an exciting profession,  
offering many varied career paths. The Big  

Bang Fair project showcases all of the career 
options available and through the Digital  

Defenders team shows how we can work  
together to win the fight against cyber crime.”

Matt Hancock, Minister for the Cabinet Office and Paymaster General
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The new age  
of cyber 
apprenticeships  
in Malvern
 

The Cyber Apprenticeship Development Scheme (CADS) is the first of its kind and is unique to 
Worcestershire. It sees Sixth Form students from three local schools meet once a week to learn 
practical, valuable, career enhancing skills and techniques to inspire them to consider a role in the 
Cyber Security industry and, importantly, think first when using technology in their day to day lives.

The CAD Scheme was born out of local and national demand for highly skilled employees to work in the 

rapidly expanding Cyber Security sector. The pool of resources in the Cyber Security industry is very small, 

with an estimated two million jobs shortage by 2017, and with 19 out of 20 Computer Sciences graduates not 

holding a British Passport, the lack of professionals in this field is causing concern for both Government and 

businesses. With its wide reach across both public and private sector cyber security markets, 3SDL, pre-

empting this demand, approached QinetiQ to start the first CADS in 2011.  

 

The CADS ambition and size has grown year on year, with the team taking part in a 
number of exciting activities across a broad range of business and cyber topics 

 

The local network of companies work hard throughout the year on the CADS project and are responsible for 

recruiting, interviewing, and teaching the students throughout the two years of the CADS, delivering over 150 

hours of extracurricular activity to each student. The leads to a programme of events, activities and projects to 

keep the participants engaged and on the cutting edge of new developments in the industry. The CADS have 

been on overseas trips – briefing Airbus SAS and visiting Jyvaskyla University in Finland, as well as trips to the 

National Cyber Skills Centre.  

 

They have taken part in international competitions such as Cyber Centurion – held at Bletchley Park – where 

the members of CADS were interviewed on Sky News and came a very close second place. They have also 

run Cyber awareness campaigns in their own schools reaching an estimated 5000 students, as well as being 

involved in the setting up and testing of the National Cyber Security Centre and UK Cyber Lab infrastructure. 

The CADS work closely with the Cyber Security Challenge on a number of projects including designing and 

coding games for their Creatathon, taking part in the exciting Cyber Centurion, as well as gratefully receiving 

support to the weekly sessions. 

Rae McClelland, 
Consultant at 3SDL and CADS Manager

“...the lack of 
professionals in 
this field is causing 
concern for both 
Government and 
businesses.”
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