
Auditing and Policies
Windows



Introduction

This will walk through the use of auditing and policies on both Windows workstation and 
Windows Server. This will cover the implementation of auditing and security policies to secure 
the computer and log abnormal behaviour. As the Users & Groups module, this will include 
step-by-step guides, how the policies are effective and why you would want to implement 
these in a real world environment. 
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Local Security Policy

To open the Local Security Policy, open the start menu and type “Local 
Security Policy” and press Enter.

This is only available on Pro and Enterprise versions of Windows - as it 
is unlikely you will need to modify any of these settings on Windows 
Home edition.

Local Security Policy allows you to modify most of the Auditing and 
Policy settings 
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Navigating Local Security Policy

Upon opening Local Security Policy, you will be 
greeted with this view. To cover all of these options 
would be considerably outside of the scope of this 
module, instead we will be focusing on the key 
components located in Account Policies and Local 
Policies - it is recommended that you familiarise 
yourself with the other configuration options to 
ensure you are confident with recommended or 
more secure settings.
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Local Security Policy

Expanding Account Policies and Local Policies will show the following folders:

● Password Policy - This covers the requirements for passwords

● Account Lockout Policy - Policies for preventing brute forcing of user accounts

● Audit Policy - Auditing of events on the local machine

● User Rights Assignment - controlling which users or groups can undertake certain 
functions on the machine

● Security Options - policies which affect the security of the machine 
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Level 1
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Password Policy

Configuring policies to ensure passwords are secure are 
essential in ensuring that users don’t leave themselves open 
to attack, and that password integrity can be ensured. 

Windows by default has several different policies which can 
be applied to mandate password requirements. We will now 
go through each of these policies, and detail how and why 
they are important.

All policies can be modified by double clicking on the policy 
and setting values in the popup box.
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Enforce Password History

This policy dictates the number of passwords to store for a user. This should be used in 
conjunction with maximum password age to ensure that a user changes their password 
frequently so that it is a different policy. However - as mentioned in the Users and Groups 
module - thinking is shifting from regularly changing passwords, as it often makes users 
choose less secure passwords rather than a single, much stronger password.
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Maximum Password Age

The maximum password age limits how old a password can be before it needs to be changed. 
This is often used in conjunction with Enforce Password History to enforce users to change 
their passwords frequently. 
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Minimum Password Age

The Minimum Password age determines the amount of time before a password can be changed 
again. If the value is set to 1, a day must pass before they can change a password again. If the 
value is 0, then the password can be changed immediately.
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Minimum Password Length

The minimum password length enforces the minimum length of a user’s password. If a user 
tries to change their password to a value below this, they will have an error message pop up. 
The reason you would want to set a minimum password length is to reduce the risk of 
brute-force attacks, which involve guessing random permutations of characters. This policy used 
in conjunction with complexity requirements can often ensure users choose more secure 
passwords.
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Password must meet complexity requirements

This ensures that passwords meet the following requirements

● They do not contain the user’s username or name (if set)
● Three of the following

○ Uppercase letter
○ Lowercase letter
○ A digit from 0 through 9
○ A non-alphanumeric character, such as different symbols like !”£$@:{
○ A unicode character - this can include emojis or different language characters such as Chinese
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Store passwords using reversible encryption

This option configures you to store passwords using one-way or reversible encryption. If 
passwords are stored using one-way encryption (commonly referred to as a hash), they cannot 
easily be decrypted. However, if passwords are stored using reversible encryption, they can be 
decrypted by an attacker.
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Account Lockout Policy

The account lockout policy allows you to prevent further 
attempted access to user accounts if they incorrectly enter 
passwords a specified number of times. This allows protection to 
be put in place against attempted attacks. 
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Account Lockout Threshold

Account Lockout Threshold is the number of failed login attempts before an account is locked 
out. It is worth noting that a failed login attempt counts if the user has locked their workstation 
and someone enters incorrect credentials. 
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Account Lockout Duration

This allows you to specify the duration which the lockout exists for the account in minutes. If 
the value is set to 0, the account is permanently locked out. If the value is greater than 0, the 
account is locked out for that duration. This must be greater or equal to the reset account lockout 
counter value.
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Reset account lockout counter after

This allows you to specify the duration after which the lockout counter is reset for the user. This 
must be less than or equal to the reset account lockout counter value.
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Audit Policy

Auditing is a simple yet effective way to log significant events 
on Windows. In both CyberCenturion and real world 
environments, auditing is something which should really 
always be used. 

If you wish to view the auditing values, these are stored in 
the Windows Event Log. While the Event Log is outside the 
scope of this module, it is recommended to familiarise 
yourself with it, as it is possible that it may feature in a 
Forensics Question.
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Enabling Auditing

To enable Auditing, double click on the Audit type and select both 
the Success and Failure checkboxes, then click OK. 
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User Rights Assignment

User Rights Assignment dictates which users can perform 
certain tasks and access computer resources.

As there are many different configuration options, only the most 
important settings can be covered - it is recommended that you 
familiarise yourself with all of the settings and their 
default/secure values.
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Access Credential Manager as a trusted caller

This setting allows users to access the Credential Manager during a backup or restore. Misconfiguration of 
these rights could result in users’ credentials being compromised.
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Act as part of the Operating System

This allows users to have unrestricted access to any users and functions on the computer. This is extremely 
dangerous as any user who is assigned this right can bypass all security and authentication policies in 
place.



Change the System Time

This allows users to change the current time on the device. As the current time is often used in 
authentication on networks, an incorrect time can result in authentication failing.

Why is this so important?

Certain security systems use time as a way of ensuring authentication tickets cannot be reused. 
If the time is more than 5 minutes out, Windows Servers can refuse authentication
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Debug programs
This allows users to attach to or open any process on the computer, including processes which they would 
not normally have privileges to access, resulting in users with this right having access to critical and 
sensitive operating system programs and components.
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Load and Unload Device Drivers

This right allows users to load and unload arbitrarily any device drivers. Drivers tell a computer how to 
interact with a piece of hardware, so therefore they run with unrestricted privileges. As a result, 
misconfiguration of this setting could result in compromise of the machine.



Manage Auditing and Security Log
This right allows users to access the Windows Event Logs and modify the contents. If an 
attacker was able to gain access to the Event Logs, they could delete evidence of system 
compromise. 

The Event Log can allow forensic investigators to recreate steps an attacker made, as well as 
provide information which could lead to a conviction

24

Take Ownership
This allows users to take ownership of files, which further allows users to modify any files that 
they have taken ownership of on the computer. 



Shares

If you open Computer Management (as detailed in Users and Groups), expand the Shared Folders folder 
and click on Shares, you can see all of the folders which are currently accessible remotely. By default, there 
are three shares on Windows - ADMIN$, C$ (there may be more if more disks exist e.g. the D:\ Hard Drive 
will shared as D$) and IPC$. These are protected and created by default. In the context of CyberCenturion, 
any other shares should be removed if they are not required. In the real world, shares will often exist on 
central servers for file sharing purposes. However, a normal Windows 10 Pro machine will not normally 
share files. File sharing on Windows Server is covered later in this module. 
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Removing Shares

To remove shares, right click on the share and click Stop Sharing. It is 
important to ensure that only unwanted, non-default shares are removed, as 
these are the ones which pose a security risk. 
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Remote Desktop Connection

Remote Desktop Connection allows users a way of remotely accessing 
a computer. While incredibly useful, it is also a risk and shouldn’t be 
enabled unless necessary. 

The users allowed to connect are users who are either Administrators 
or who are part of the Remote Desktop Users group. 

To open the Remote Desktop Connection settings, type “remote desktop 
settings” into the Start Menu. It can be accessed through the new 
Windows 10 settings or the Control Panel (System > Remote settings). 
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Securing Remote Desktop

Remote Desktop can be toggled in the settings. However, if it is required in a system then it 
needs to be secured.

One way of securing Remote Desktop is by changing the port from it’s default setting of 3389. 
This is more secure as an attacker would not know the port and so would have to brute-force 
all ports on the system to access it.
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Windows Firewall

To access the Windows Firewall, expand the Windows 
Defender Firewall folder in Local Security Policy and select the 
expanded folder. To configure the firewall, click on Firewall 
Properties.

The firewall should by default be set to all the recommended 
values, enabled on all profiles (Domain, Private and Public as 
shown by the tabs), with inbound connections blocked by 
default and outbound connections allowed. 
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User Access Control

User Access Control is a popup which notifies the user when a 
program wishes to perform an Administrative action, such as 
installing a program or changing Windows settings.

To configure this, type “UAC” into the start menu and press 
enter. The following window should display.
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Level 2
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Security Options

Security Options allows Administrators to configure security policies to 
improve the security of the machine and reduce risk from malicious 
programs and users.

There are many different types of security options, and there are too 
many options to cover in this module. Instead, the most common 
security options will be covered. However, it is recommended that you 
research all of the options available so you have some familiarity with 
what they do and the recommended values.
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Accounts: Block Microsoft Accounts

From Windows 10, users can add a Microsoft Account to a computer, to allow syncing of 
contacts, applications and other data. However, this option can allow users to add their own 
Microsoft accounts, giving them access to the computer. Furthermore, companies may wish to 
limit the applications available to a user, as users with Microsoft Accounts can install 
applications. 

33



Accounts: Limit local account use of blank passwords to 
console logon only
This setting determines whether remote interactive logons by network services - such as Remote Desktop 
Connection - are allowed for local accounts that have blank passwords. When enabled, a local account must 
have a non-blank password to be used to perform an interactive or network logon from a remote client.
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Audit: Audit the access of global system objects

This policy audits the access of global system objects, which are created to allow communication between 
different applications. 



Audit: Shut down system immediately if unable to log 
security audits

This will shut the system down if the event log is full and unable to record any more security 
events. This ensures that event logs are not overwritten, thus potentially losing important data in 
the event of a security incident.
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Devices: Prevent users from installing printer drivers

As drivers often execute as part of the operating system, giving them much greater privileges 
than many programs, it is important to ensure that malicious or unstable drivers are not able to 
be installed on important servers or workstations. This option, when enabled, limits the 
installation of Printer Drivers to Administrators.
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Printers offer significant vectors of attack - many 
organisation overlook printers, but with their own 
Operating System, networking and storage medium, 
they can often serve as a foothold for an attacker



Devices: Restrict CD-ROM access to locally logged-on user only

This policy determines if CD-ROMs can be accessible over the network. If enabled, only the 
locally logged on user is able to access the CD-ROM. If not, the CD-ROM can be shared over the 
network.

In most network environments, CD-ROMs are rarely used.
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Devices: Restrict floppy access to locally logged-on user only

This policy determines if Floppy Disks can be accessible over the network. If enabled, only the 
locally logged on user is able to access the Floppy Disk. If not, the Floppy Disk can be shared 
over the network.

In most network environments, Floppy Disks are no longer used.
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Domain controller: LDAP server signing requirements
This enforces domain controllers to sign communications for LDAP - a form of directory service 
protocol, similar to Active Directory - so they are no susceptible to interception or 
man-in-the-middle attacks. 
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Domain member: Require strong (Windows 2000 or later) session key
This ensures that members of a Window Active Directory Domain must use a 128-bit key to 
encrypt data, as opposed to a 64-bit key. This prevents man-in-the-middle attacks or 
eavesdropping on sensitive communications.



Interactive logon: Display user information when the session is 
locked
This allows Administrators to configure how much information is shown for users who want to 
login to a machine. This requires users to enter both their username and password to unlock a 
machine.

It is worth noting that for Windows 10 you need to configure the “Don’t display last signed in”.
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If an attacker knows a username (or a username format 
e.g. John Doe’s username could be jdoe), then it makes 

phishing attacks or brute force attacks much easier



Interactive logon: Don't display last signed-in

This setting was introduced with Windows 10, and complements “Display User Information when the 
Session is locked”. If you wish for the username to be hidden, this setting must be enabled.
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Interactive logon: Don't display username at sign-in
This policy - introduced in Windows 10 - prevents usernames from being shown for signing in. 
Furthermore, user’s full names are not shown until the login is successful. This therefore is 
appropriate for use when you do not wish people to see full names or login usernames of users.



Interactive logon: Do not require CTRL+ALT+DEL

This policy determines if users need to press Ctrl + Alt + Delete before logging in. The rationale 
behind this is that only the Operating System can handle the Ctrl + Alt + Delete key 
combination, which will prevent potentially malicious programs from making a fake login screen 
to harvest user credentials. 
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Microsoft network client: Digitally sign communications (always)
This allows signing of communications between a client and a server to prevent 
man-in-the-middle attacks. This is important to ensure the confidentiality and integrity of data, 
which are important principles for data security in networks.



Microsoft network client: Send unencrypted password to third-party 
SMB servers
This setting allows plaintext passwords to be sent to non-Microsoft servers. This could potentially allow 
passwords to be compromised for accounts. Disabling this policy will prevent plaintext passwords from 
being sent to these servers.
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Network access: Allow anonymous SID/Name translation
This allows usernames to be requested from a server by sending the SID of a user. As discussed in the 
Users and Groups module, SIDs for built-in accounts such as Administrator are the same across Windows 
installations, which allows attackers to get the name of these accounts, which renders renaming the account 
useless. If this is disabled, it prevents anonymous, non-authenticated users from requesting SIDs or names 
for users.



Network access: Do not allow anonymous enumeration of SAM 
accounts
This policy allows unauthenticated users to enumerate user accounts on a Windows device. This allows anonymous users 
to get SIDs and usernames, which could further allow attackers to brute-force or dictionary attack users to try and guess 
the password for a user account.
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Network access: Do not allow anonymous enumeration of SAM 
accounts and shares

This policy allows unauthenticated users to enumerate user accounts and shares on a Windows device. This allows 
anonymous users to get SIDs and usernames, which could further allow attackers to brute-force or dictionary attack users 
to try and guess the password for a user account, as well as the available shares on a machine.



Network access: Let Everyone permissions apply to anonymous users
This controls if anonymous users have the same permissions as the Everyone group. The Everyone group is 
typically applied to folders which do not need explicit permissions, but which could still contain data which 
still needs authentication. If this policy is enabled, any anonymous user could access certain unsecured 
shares.
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Network access: Shares that can be accessed anonymously
This allows Administrators to specify specific shares which can be accessed anonymously, without needing 
to enable policies which could expose other shares.



Network security: Do not store LAN Manager hash value on next 
password change

This policy determines whether the LAN Manager is allowed to store the one-way hash of the password 
locally. However, the LAN Manager hash (LM hash) is weak compared to the standard NTLM hash, and can 
be cracked by an attacker to retrieve the password relatively quickly.
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The LM hash can be cracked in as little as a few seconds with the 
right hardware (A modern CPU and GPU could iterate every 

combination in a matter of hours)

A hash is a one-way operation used to store passwords. LM Hash is an older hash format 
used by versions of Windows from the 90s/00s, whereas NTLM is more secure and used 

on modern versions of Windows.



Network security: LAN Manager authentication level
This policy specifies the authentication protocols which are allowed to be used to authenticate with other 
devices. This allows Administrators to configure the computer to only use specific authentication protocols. 
As discussed in the previous slide, LM hashes are easily cracked and are no longer considered secure. The 
security policy allows configuration that can reject insecure hash requests. The most secure hash available is 
NTLMv2.
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Network security: LDAP client signing requirements
This policy allows the configuration of requirements for signing for LDAP communication. This allows LDAP 
communications to always be signed, to prevent man-in-the-middle attacks. 



Recovery console: Allow automatic administrative logon
This policy determines whether the built-in Administrator account is automatically logged in at 
the recovery console, or if a password is required. When this policy is enabled, the 
Administrator account is automatically logged in. If not, then the Administrator account requires 
a password before login.
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While this requires physical 
access, it still poses a significant 

risk



Recovery console: Allow floppy copy and access to all drives and 
folders
This policy allows configuration of copying and access to all drives and folders on a server. Normally a recovery console is 
used after a crash or compromise, where access to drives may result in data loss. The floppy copy component of the policy 
still remains for legacy purposes, as floppy disks are rarely used nowadays in most networks.
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User Account Control: Behavior of the elevation prompt for standard 
users
This determines the behaviour of the User Account Control popup if it is displayed for a standard user with 
non-Administrative privileges. The prompt can either prompt for credentials for the user to enter for an Administrative 
account or deny the user any attempts at requesting elevation.



User Account Control: Run all Administrators in Admin Approval mode

This policy determines if User Account Control is enabled for the system.
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User Account Control: Switch to the secure desktop when prompting for 
elevation

This ensures that the UAC popup is used on the secure desktop, which prevents processes from 
logging keystrokes. This ensures that Administrative-level credentials are not compromised.



Level 3
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Group Policy
Group Policy is a feature of Windows Domains which allow Administrators 
to set policies for every user and computer on that Domain. This allows 
much greater control over every option within Windows and allows 
Administrators to control what users can do.

To open Group Policy on Windows Workstation, type “gpedit” into Start and 
press Enter. 

Like Security Options, there are too many to cover in just one module, so it 
is recommended that you research other policy options in your own time.
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Group Policy - Windows Server

To open Group Policy on Windows Server, type “group 
policy management” and press Enter. Expand the folders 
down to Group Policy Objects, select “Default Domain 
Policy”, right click and select Edit to change the Group 
Policy for the Server. 
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Having never used Group Policy before, 
finding out how to use it in the finals was 

pretty stressful!



Local Security Policy in Group Policy

All of the previously mentioned settings for Local Security Policy can also be applied at a group policy level. 
Sometimes, the options may be overridden with Group Policy, which means you need to use gpedit to 
modify them as opposed to Computer Management. The path for them is Computer Configuration\Windows 
Settings\Security Settings\Local Policies\.
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Require secure RPC communication
This policy improves the security of Remote Desktop connections by enforcing that only authenticated and 
encrypted requests are accepted.
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Set client connection encryption level
This policy configures the level of encryption used for Remote Desktop connections. Low encrypts 
connections with 56-bit encryption, High encrypts connections with 128-bit encryption and Client 
Compatible allows clients to choose between 56-bit and 128-bit encryption. While some clients may not 
support 128-bit encryption, this encryption is the most secure.



Turn off Autoplay

This policy configures which devices can use Autoplay. Autoplay displays a popup with various options, 
allowing the user to select one. This could include a malicious option, which makes this feature potentially a 
security risk.
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Set the default behaviour for AutoRun

This policy allows you to configure AutoRun’s default behaviour. AutoRun allows arbitrary commands to be 
executed when a device is plugged in, which represents a significant security risk. 



Require trusted path for credential entry

This policy ensures that processes involving credential entry must be entered in a secure manner using a 
trusted path to prevent interception by any malicious program hoping to intercept user credentials.
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Do not display the password reveal button

This policy hides the password reveal button from the password login field, so that users cannot click on the 
reveal button to show the currently entered password.



Enumerate administrator accounts on elevation

This policy prevents the list of Administrator accounts being displayed in the User Account Control elevation 
prompt. This ensures that users cannot see the Administrator accounts on the system, and instead must 
enter both the username and password for any privileged accounts.
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Update security level

The DNS security level policy allows you to configure the security level for dynamic DNS updates. This 
reduces the chances of malicious DNS records.



Turn off multicast name resolution
Link-local multicast name resolution (LLMNR) is a protocol which allows the computer to identify certain machines on the 
network, such as file servers. This works by asking every device on the network if they are the server they are looking for. If 
a malicious device responds that they are, they can potentially intercept user credentials and perform a man-in-the-middle 
attack. More information on the topic can be found here: 
https://www.blackhillsinfosec.com/how-to-disable-llmnr-why-you-want-to/
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Enable insecure guest logons
This policy determines if connections to shares are allowed using Guest logins. By default, Windows will 
allow guest accounts to connect to shares, which could leak sensitive information, or allow users to gain 
credentials to gain further authenticated privileges.

https://www.blackhillsinfosec.com/how-to-disable-llmnr-why-you-want-to/


Download unsigned ActiveX controls (Internet zone)
This policy prevents users from downloading unsigned ActiveX code (a web-based technology used for 
games, videos and small applications) which could be harmful. 
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Allow cryptography algorithms compatible with Windows NT 4.0
This policy exists for allowing backwards compatibility with Windows NT 4.0 - a version of Windows 
released in 1996. As these older cryptographic algorithms are often less secure than modern algorithms, this 
presents a security risk.



Shares - Active Directory

When Active Directory is running on a Windows Server, Windows creates a 
few further shares to allow users to connect to Active Directory. These are 
NETLOGON and SYSVOL. FAX$ and PRINT$ can also be sometimes seen. 
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