
Software

Linux (Ubuntu)



Introduction

This section will cover the installation and removal of software, how to recognise malicious 
software, services and start-up services. It will also introduce you to some more advanced 
management tools, as well as “cron jobs”.
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Level 1
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Ubuntu Software Center

The easiest way to install and uninstall software in Ubuntu is 
through the Ubuntu Software Center. 

The Ubuntu Software Center is a GUI based piece of utility 
software that allows you to search for programs, install, 
update and uninstall them.

The Ubuntu Software Center in Ubuntu 18.04 Looks like this, 
although the general functionality is similar in other 
versions.
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Unwanted or Malicious Software

Software is considered malicious if it is designed (or could be used) to cause harm, or break laws or 
rules in some way.

Any malicious or unwanted software should be uninstalled, as they present a security risk.

Task:

Go online and research for information on common malicious software (don’t download them though!)
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APT - Installing and uninstalling

Software can also be installed and uninstalled 
directly in the terminal using APT (Advanced 
Package Tool).

To install a package using apt, use the command 
“apt-get install package_name”

To uninstall a package using apt, use the 
command “apt-get remove package_name”
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Services

Services in Linux are processes that run in the background and carry out specific tasks when requested. 
Services in Linux are much like services in Windows. 

Services should be monitored for any unknown or malicious names.

A few examples of services are:

● ssh
● ufw
● cron
● bluetooth
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Services - Displaying

To get a list of all services, the command “service --status-all” can 
be used. This will display all services as well as their current status. 

“+” denotes a running service and “-” denotes a service that is not 
running. If a service has a “?” next to it, then the status of the service 
is unknown.

As an example, here are all of the services on my Ubuntu 18.04 virtual 
machine:
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Services - Boot Up Manager

In Ubuntu 16.04, the software Boot Up Manager can be installed to easily manage the 
services which start on boot.

This is unfortunately not available for versions after 16.04, and this has to be managed 
manually via the command line.
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To install Boot Up Manager and run it, the 
commands “apt-get install bum” and “bum” can be used.



Services - Starting and Enabling

To start a service, use the command “systemctl start 
service_name”. This will start the service once, but will not continue 
to start when the system boots up.

To enable a service on startup, use the command “systemctl enable 
service_name”.
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Services - Stopping and Disabling

To stop a service, use the command “systemctl 
stop service_name”. This will stop the service, but 
may start again when the system is restarted.

To disable a service from startup, use the 
command “systemctl disable service_name”.
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Web Servers

A web server is a server that handles website requests. They can be used to host websites on a 
computer.

The most common web server used in Linux is Apache. Apache can be installed using the command 
“apt-get install apache2” and uninstalled using “apt-get remove apache2”.

A web server by itself is not a major security risk, but if it is not necessary to have the web server on 
the machine, then it is always best to remove it, perhaps installing it on a dedicated machine instead.

For more information on setting up an apache web server see: 
https://ubuntu.com/tutorials/install-and-configure-apache
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https://ubuntu.com/tutorials/install-and-configure-apache


Remote Access - SSH

SSH allows for controlling a server remotely from a client. This could present a security risk, 
especially if not configured correctly (see section on SSH in Auditing and Policies).

SSH can either be stopped using the systemctl commands (see slide 12), or uninstalled using 
APT (see page 7). The name of the SSH server package is “openssh-server”, so this is what 
you would use when installing or uninstalling using APT, and the service is simply called “ssh”.
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Cron
Cron is a scheduler, that runs operations at specific times, similar to the Windows Task Scheduler.

Tasks with Cron are called “cron jobs”. These cron jobs are executed automatically in the background 
at whatever time or interval that is specified. This can be useful for running a task every hour for 
example.

This can be used for many useful things, but can also be used to run malicious tasks in the 
background.

For more information on setting up and managing cron tabs, see: 
https://www.digitalocean.com/community/tutorials/how-to-use-cron-to-automate-tasks-ubuntu-1804
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You may be expected to recognise 
and remove cron jobs during the 

competition, but are unlikely to need 
to know how to create your own.

https://www.digitalocean.com/community/tutorials/how-to-use-cron-to-automate-tasks-ubuntu-1804


Webmin
Webmin is an open-source web based control panel that allows 
for a multitude of administration to be carried out. Webmin 
allows you to manage users, groups, configure many services 
including web, FTP, SSH, email and database servers.

Webmin is an advanced tool, with many options, so can be very 
intimidating, however it does allow for many administrative 
tasks to be carried out all in one place, and so can be 
invaluable during the Cyber Centurion Competition.
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This software can be very useful during 
the competition, and can also be used 

to manage cron jobs in a GUI.

For detailed installation instructions for Webmin, see: 
http://ubuntuhandbook.org/index.php/2019/11/install-latest-webmin-ubuntu-18-04/

http://ubuntuhandbook.org/index.php/2019/11/install-latest-webmin-ubuntu-18-04/

