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Introduction

This final module will cover the installation, updating and removal of programs, details on how 
to find malicious and hidden programs, managing which Windows features are installed, using 
Windows Defender to search for malware, and automatically executing programs with Task 
Scheduler. 
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Installing Software

Installing software on Windows is a common procedure that many people will have already 
done. It usually involves downloading an installer and stepping through the steps which the 
installer presents, such as agreeing to a licence, specifying where the program is installed, and 
optional features to install. Usually the default values for installers will be fine in 
CyberCenturion, however it is worth ensuring the Read Me doesn’t have any specific 
requirements. 
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Updating Software
Updating software is important to ensure that the software has the latest security patches so it isn’t exposing the user to 
unnecessary risk. While all software can be updated through an installer, many pieces of software offer their own built-in 
updater. This is often available by going to File -> Check for Updates or About -> Check for Updates. Some menus need to be 
made visible by pressing the Alt key.
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If the software 
doesn’t contain a 
self-updater, 
compare the version 
displayed in About 
with the latest 
version to see if it is 
outdated 



Uninstalling Software

There are two ways of uninstalling software on Windows. The first is using Settings to see all 
of the programs registered as being installed, the second is to manually navigate to \Program 
Files or \Program Files (x86) and run the uninstallers yourself.

It is worth noting that some programs which are installed will not show up in the Settings 
page - instead it is worth manually enumerating the Program Files directories to look for 
programs which could be malicious. 
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Uninstalling Software - Settings

To uninstall software, type “Add or Remove programs” into the Start Menu and press Enter. 
Scrolling down will show a list of all of the currently installed programs which are registered 
with Windows.

To uninstall the program, click on its entry in the list and click Uninstall. An uninstaller may 
require you to click through a few steps before the program is removed. 
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Uninstalling Software - Uninstaller

Most programs come with an Uninstaller. These can often be found in 
the program’s installation directory in \Program Files or \Program Files 
(x86), and are named uninstall.exe or uninstaller.exe. Double clicking 
these will run the installer and remove the software from the 
computer. 
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Even if the program 
doesn’t show up in 
Settings, it might 
still have an 
uninstaller file



Windows Services
Windows also has several in-built services which increase the 
vulnerability of a machine. We touched on services before in the 
previous module, including how to access their properties.

To disable a service, you want to set the Startup Type to Disabled 
and stop the service by clicking the Stop button. 

You should research different services to understand what they 
do and the security implications.
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Windows Security

Windows Security - previously Windows Defender - allows 
you to configure many different aspects of Windows 
Security. Many parts of Windows Security can be configured 
elsewhere - such as the Firewall - but for now we will focus 
on Virus & Threat Protection, and how it can be used to 
remove malicious software. It is recommended to look at the 
other available settings, and understand what they do as 
they may be misconfigured in later rounds.
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Windows Security - Virus & Threat Protection

This section allows you to enable the virus and cloud 
protection built into Windows.
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Windows Security - Finding Malware

After scanning, if any threats are found they will be 
listed in the Virus & Threat Protection window. If you 
want to discover more, you can click on the More 
Details, which shows the following popup. It also 
detects that Netcat is configured as a task in Task 
Scheduler (which will be covered in further detail in 
the next chapter). 
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Installed Software in different locations

As mentioned previously, software can be installed but not displayed in the list of installed programs. Therefore, it is 
important to check the following locations manually to see if programs are installed there which shouldn’t be installed:

● \Program Files\

● \Program Files (x86)\

● \Users\<Username>\AppData\Local\

● \ProgramData

This isn’t an exhaustive list, but contains common locations. Tips for searching for other software will follow in the 
“Standalone Executable Hunting” section.
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Windows Features

Windows also bundles software and services with the Operating System. While many of these 
offer enhancements to Windows, some of these exist for legacy purposes, which makes 
machines more vulnerable.

To modify Windows Features, type “Windows Features” into the Start menu and press Enter. 
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Windows Features - Enabling/Disabling

Windows Features is a tree view of different options. Certain 
features can be expanded to show more components, such 
as Internet Information Services, which contains a Web 
Server and an FTP server.
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Task Scheduler
Windows Task Scheduler allows users to set up tasks which execute at a predetermined time 
(such as every day at 12:00pm) or upon an action, such as system startup, user logon and 
others. Therefore, it is important to check Task Scheduler for signs of compromise. 
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You should scrutinise every 
option - hackers can make 
their malicious software 
look legitimate by giving 
them important sounding 
names such as “Updater” or 
“Winx64Sys.exe”



Task Scheduler - Examining Tasks

To examine tasks, expand the Tree View under Task Scheduler (Local) 
and start enumerating every folder. In the first folder I found the Netcat 
Reverse Shell Task mentioned earlier by Windows Security.

Upon selecting it, you can see that the task was executed on the log on 
of any user, as seen under the Triggers tab - the executing program can 
be founder the Actions tab.

To delete a task, right click and Delete the task.
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Standalone Executable Hunting

While larger programs are often installed to common directories such as Program Files or local AppData, 
many pieces of software exist as single .exe files. These self contained programs can pose a vulnerability 
which could be exploited by malicious individuals.

This process can be time consuming and requires both thorough enumeration of directories and a 
knowledge of pre-existing programs to help reduce the amount of time researching individual programs. 

Therefore, looking for these files should be used in conjunction with other tools, such as Task Scheduler to 
check for automated tasks, Task Manager for currently running programs and programs which run on 
startup, Windows Defender for malicious software, and a few other techniques which will be covered.
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Standalone Executable Hunting - Netstat
To view all current connections, you can use Netstat. 

To view all current connections, you can use the Command 
Prompt (search for cmd in Start, right click and select “Run 
as Administrator” so you have correct permissions) and type 
“netstat -a” to show all the current connections. If you want 
to show the program associated with that open port, you can 
run “netstat -ab” to see the program associated. For example, 
on my computer, you can see that Discord.exe is listening on 
port 27060, which would give me a hint to look for 
Discord.exe.
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Standalone Executable Hunting - Prefetch

Every single program which is executed on Windows is 
cached using Prefetch - a technique used to optimise 
loading of programs. 

WinPrefetchViewer is a tool which allows you to view 
previously executed software. Software is only prefetched 
if it has previously been executed. You can download 
WinPrefetchViewer from 
https://www.nirsoft.net/utils/win_prefetch_view.html. 
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https://www.nirsoft.net/utils/win_prefetch_view.html

