
The National Crime Agency (NCA) partnered with Cyber Security Challenge UK in

2020 to launch CyberLand, an online game designed to nurture young cyber

talent and reduce the global skills shortage

Tens of thousands of players nationally logged on to test and improve their cyber

security knowledge, representing the most diverse pool of talent engaged to date

CyberLand and the CyberLand Challenge formed part of the NCA’s Cyber

Choices programme – an ongoing effort to guide young people towards positive

pathways while staying on the right side of the law

The Covid-19 lockdown saw UK schools and colleges closed to the majority of students and

learning moved online overnight in place of the physical classroom. Increased and often

unsupervised screen time for students was linked to high levels of boredom caused by a

severe lack of social and physical activity. This increased the potential risk of inadvertently

straying into cybercrime. In collaboration with the National Crime Agency, we designed a

programme to support the NCA Cyber Prevent and Cyber Choices programmes, with the

objective to provide constructive activity for emerging cyber talent during the Covid-19

pandemic. The competition programme helped to build young peoples' cyber skills, increase

their understanding of safe and legal online activity, and signposts positive pathways.

 

The NCA sponsored CyberLand, the online game suite created by Cyber Security Challenge

UK to allow unlimited free access to UK students. This was supplemented by three

competitions run in summer, winter and spring 2021 that introduced key cyber security

concepts, and educated and tested the understanding of the Computer Misuse Act 1990. Over

the period of sponsorship from 1 May 2020 to 31 April 2021, nearly 90,000 users played

CyberLand. Incentivised with a range of prizes, the competitions attracted large numbers of

users during strict lockdown periods – the summer competition saw over 12,000 users visit the

site. Game traffic analysis revealed users visiting using a mobile device weren't converting,

so we prioritised a mobile-first strategy for the winter competition. The winter competition

attracted over 10,000 users to the site and the submission rate of competition entries

improved by 1000% (from 3% of visitation to 31%). The improvement in learning was also

captured – in summer 2020, the percentage of fully correct submissions to entries was 25%,

rising to 32% in spring 2021. NCA Cyber Choices questions on the Computer Misuse Act 

 1990 were embedded and repeated across a series of weeks during the Winter Challenge

and showed significant improvements in correct responses rates week-on-week.
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At the start of the Winter Challenge, 50% reported that they were aware of the

Computer Misuse Act 1990

By the end, that had risen to 92%

Of our players, 96% said that they had enjoyed the experience, 97% said they

would play again and 86% said that they would consider a career in cyber

security having taken part

We also took the opportunity to ask players what they were learning:

The NCA work was spearheaded by the NCCU’s Sapna Banga, Alan Merrett and Ethan

Thomas who worked closely with us on designing the evaluation framework of the

programme. 

Alan Merrett, Senior Officer, Prevent Team - National Cyber Crime Unit said:

‘‘Working with the Cyber Security Challenge to engage with young people, help them

understand the difference between legal and illegal cyber activity and all about the

Cyber Choices programme, was extremely beneficial when our ability to reach them

was hindered by the pandemic. It was successful in helping us to deliver our Cyber

Prevent objectives, and as a result, we are continuing to sponsor CyberLand so UK

users can access it for free.”

Click the graphics to see more:
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"The game gave us a further insight into cyber

security than any other cyber security course I

have ever done. It felt more relevant to the real

world than the stuff we are normally taught.” 

Katie, CyberLand Challenge winner

And in support of Safer Internet Day 2021, we asked everyone

who won a prize in the NCA's Winter Cyber Challenge to share

one top tip for staying safe online to create and share an

infographic that showcases our up and coming cyber security

professionals of tomorrow. 

https://cybersecuritychallenge.org.uk/
https://cybersecuritychallenge.org.uk/what-we-do/ncacyberchoices/learning-in-lockdown
https://cybergamesuk.com/
https://cybersecuritychallenge.org.uk/wp-content/uploads/2021/02/SID_2021_infographic_hyperlinked.pdf
https://cybersecuritychallenge.org.uk/what-we-do/ncacyberchoices

